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Homapes /I.B.

MATEMATHUYECKOE OITMCAHUME ITPOIECCOB ATAK
HA KOMIIBIOTEPHBIE CETH

HHCTUTYT KOMIIBIOTEPHBIX TEXHOJIOT UM
HannoHaJabHOro aBUAIMOHHOTO0 YHUBEPCUTETA

Paccmompenvr amaxu xaacca DOS, Maprosckaa modenv eemeaweticas amaku, Mapkogckue
npoyeccyl 2ubenu u pasmHodicenuss amax, Ilonymapkosckue npoyeccol Kak Mooenu npoyeccos
amak Ha KomnvlomepHvie cemu. Ilpuseden pacuem OCHOBHBIX NAPAMEMPO8 3AUUUJCHHOCHIU
cucmemul Ha 0CHo8e paccmompenHuvix moodeneti. Coenan 661600 0 npumenumocmu llonymapkos-

CKUX npoyeccos 6 uccnre0osanuu npoyeccoe amakx

DOS-amaku

Ha ceromHsmHuii [1€Hb CYIIECTBYET
Majo MaTeMaTUYEeCKHX HCCIEeIOBAaHUI B 00-
JacTU OMHMCAHMS MPOLIECCOB aTaK Ha KOMIIb-
IOTePHBIE CETU TPU TOM, YTO KOJIUYIECTBO
METOJIOB aTaK pacTerT.

M3BeCTHBIM KJIacCOM SIBIISIIOTCS aTakKd
tuma  "oTkaz B oOcayxuBanuu (DOS-
ataku). CMBICI TJaHHBIX aTaK 3aKJIH0YacTCs B
MOCBUIKE OOJBIIOTO KOJIWYECTBA MAKETOB Ha
3aJIaHHBIA y3€ll WU CerMEHT CETH, YTO MO-
KET MPUBECTU K €ro meperpy3ke M BbIBeJe-
HUIO 3TOTO y3J1a WM CerMEHTa U3 CTPOs, T0-
CKOJIbKY OH HE CMOXXET o0pabarhiBaTh 3a-
MPOCHI aBTOPU30BAHHBIX MOJIb30BaTeNeH [3].

TpaauunoHHass MOJENb aTaKH OCHOBA-
Ha Ha npuHIune "oauH K oxHomy" (puc. 1 a)
win "oauH ko MHOTUM" (puc. 1 6), T.e. aTaka
UCXOAUT M3 OAHOIO MCTOYHMKA. B Mopenu
CKOOPJMHHUPOBAHHON WM pacCIpencIICHHON
(Distributed DOS, uaun DDOS) araku wuc-
NOJIB3YIOTCSl TIPUHIUIBI OTHOUIEHHS ' MHOTO
K ogHOMY" M "MHOrO KO MHOTUM" (pHc. 1 6
puc. 1 2 coorBeTcTBEeHHO). B cimywasx npwu-
CYTCTBUS HECKOJBKHX ILI€JeH, MOTYT HMETh
MECTO TPOLECCHl THOENU M Pa3MHOKCHHS
aTak, U3y4YeHHEe KOTOPBIX MO3BOJUT pa3pado-
TaTh QJITOPUTMBI OJIOKUPOBAHUS U KOHTP-
aTax.
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Puc. 1. Tlpoctsie (a, 6) u pactpenencuusbie (6, ) DOS-artaku

Mapkoeckasi Mmodesib eemesiuje-
e2ocsi npoyecca. lpedenbHbie eepo-
AMHOCMU COCMOsAHUsAA cemesoao y3-
Jia

Pacripenenennas ataka, B KOTOpoil Ha-
[1a/1a01I1e KOMITbIOTEPH! HE TOJIBKO BO3JEH-
CTBYIOT Ha LI€Jb aTakd, HO M ''3apaxkaroT"
apyrue y3nbl (yCTaHaBIMBas BPEIOHOCHOE
[TO, mubo nepenaBas onpeneacHHbIE KOMaH-
IIbI), TIPUCOCIUHSS UX K YUCIY aTaKyIIuX,
MOXKET OBITh ONMCAaHA KaK CIydalHbIM BeET-

BAIIMKCA Ipouecc. Berssmascs araka
(puc. 2) mpeacraBiseTcst Kak 4acTHIIA, KOTO-
pas ¢ TEYEHHWEM BPEMEHHU MOPOXKIAET II0-
noOHbIe cebe yacTuIlbl, 1100 rcyesaet (mpe-
KpalleHHe aTaKu KOHKPETHBIM y3JIOM).

B [5] usnoskeHsl moKa3zaTenbCTBa Clie-
nytomero. BepositHoctu py(t) Toro, yurto 3a
BpeMs  "acTuila, HE3aBUCHMO OT JPYTHX, C
BeposTHOCThIO Pk(t) mpeBpatutcst B K wac-
THII, U BeposiTHOCTH Pjj(t) Toro, uto i yacTun
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3a BpeMsl t peBpatsATCs B | 4acTHIl, 3aJal0T-
Cs IPOU3BOAIIUMH (PYHKIUIMHU:

X(t,2)=3 p, (02",

X (t,z) = Zw: Py (t)z’.
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S

Puc. 2. BerBsmascs araka

B cmywae HempepbIBHOIO BpEMEHH,
NpOU3BOJAIINE (PYHKIIUU MOTYT OBITh IMOJTY-
4yeHbl 3 ¢ GHEepeHITNaTLHOTO YPAaBHCHUS

%x(t, 2) = o[x(t, 2)],

rae ¢p(z) = Zkkzk, Ak — BEPOSATHOCTH Iepe-
k=0

xoja u3 cocrostaust 1 B cocrosuue K (A1=-1),
z€[0;1] — umcnoBoOM mapamerp, HavalbHOE
ycnosue X(0,z2)=z. U3 pelieHuss ypaBHEHUS B
HEsIBHOHU (opme

X

t= ji,

; 0(2)
omnpenensiercs: pyHkims X=X(t,z). u3 pasio-
KEHHST KOTOPOH IOJNyYalOTCS BEPOSITHOCTH
Pi(t).

[Tycts B ucxoaubiit MoMeHT th=0 ume-

ercs | 4acTHl, TOraa;

— BEPOSATHOCTb MPEKPAIICHUS aTaKH
3a BpeMmst t (BEpOSITHOCTh BBIPOXKICHUS):

P{t<t}=[x(t,0)],
ra€ T — MOMCHT, KOrga BCC 4HaCTHUIblI UCUC3-
HyT (j=0);
— cpezLHee KOJINYCCTBO aTaKyI-OH_[I/IX

uyepe3 BpeMs t (U1 HENpPEpBIBHOTO pacrpe-
JICTICHHS):

ME(t) =ie™, a= Ml x(n, z) €[0;1);

— BEPOSATHOCTh 00pa3oBaHusi OecKo-
HEYHOT0 KOJHMYECTBA aTaKymoUHux (BEeposT-
HOCTB B3pBIBa) uepe3 Bpems L

0, dz,: ' % = —00,
Zy (p Z
p.(t)= dz
1-x,(t), —— > —0V7Z,,
» ¢(2)

rae Xo(t) — MUHUManbHOE perieHne audde-
peHIManbHOro ypaBHeHus X'=1/¢p(X) ¢ Ha-
ganbpHbIM yeroBreM X(0)=1;

— BEPOSITHOCTH KOHEUYHBIX COCTOSIHHUI
CHCTEMBI OIHCBHIBAIOTCSI TPEACIBHBIM pac-
npeIeeHueM

1-x(t,0)

n(t) = g(t)M—(t)’

ITpu a=0 wim a—0 oHO sABASETCA TIO-
Ka3aTeNbHBIM:

0, y <0,

FoW=FW=1__, y>0

Mapkoeckue npoyecchi 2ubenu
U pa3MHOXeHUsI

[Tpomecchl rubenu u pPa3MHOXKEHUS
OIMCHIBAIOT COCTOSTHHE aTaKh C HECKOJIBbKH-
MU [esIMH. ATakyemasl CHCTeMa MOXET Ha-
XOJIUTBCA B OJHOM M3  COCTOSIHUH
Eo,E1,E»,...Ej, Tme i — kommvecTBO y3IO0B,
BBIBEJICHHBIX M3 CTpos arako. Ilepexon
En—En1 o3Havaer BoccraHoBieHue (OTpa-
KCHHE aTaKdh) OJHOTO Yy3Ja, a IMepexon
En—En+1 — BBIXOA W3 CTpOsI OAHOTO Yy3ia.
Ecnu nepexonst En—En+1 HEBO3MOXHBI, TO
IpOIIECC HAa3bIBAeTCA IPOLIECCOM THOeIH
(atax). Ecau BO3MOMHBI TOJIBKO IEPEXOIBI
En—En+1, TO mpouecc Ha3biBaeTcs mpoliec-
coMm pasmHOkeHus (arak). Hampumep, mpo-
1ece OOCITy>KMBaHUSI MPOCTEUIIET0 TOTOKA
3asBOK IPEJICTABISET COOOM MpPOIecC YUCTO-
ro pasmHoxeHus. [Iporecc 0OCTyKuBaHus C
OXKHJIaHMEM B CHUCTEME W3 M 0O0CIy>KHUBalO-
[IUX YCTPOWCTB SIBIISICTCS MpPOIlecCOM THOe-
JIM U Pa3MHOKEHHUSI.

B [2] mpencraBieHO MaTemaTtudyeckoe
ONMCaHWE COCTOSHHS Tpolecca TUOETH |
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pasMHOXeHHs. [IyCTh BEPOATHOCTH MEPEXO0-
na Ep—>Ep 1o ucTedueHMM — BpeMeEHU
(tn, ta+h) paBma Aph+o(h), a mnepexona
En—En1 coorBerctBenno pph+o(h). 3mecs
o(h) — BemuunHa BTOPOrO MOPAAKA MATOCTH

Py (t)=-RoPy (1) + 1P (1),

IO CPAaBHEHHIO C TEPBBIM CJIaraeMbIM, KOTO-
poii B MHXKEHEPHBIX pacyeTax MOXHO Ipe-
HeOpeub. BeposiTHOCTH mepexosoB OMHCH-
BAIOTCS  cHcTeMOi  JuddepeHInanTbHbIX
ypaBHeHwii (1).

(1)

Pk'(t) - -(7\‘0 T ) Pk (t)+7\'k'1pk-1 (t)+ Mk+lpk+l (t)Vk =1,

rae Py(t) — BeposiTHOCTB TOTO, YUTO CHCTEMA B
MOMeHT t HaxomuTcs B coctosHuu Ey. s
ONHMCAHUs AaTaKW, MPEANOJIOKHM, YTO Ha-
YyaJbHOE COCTOSIHHME cUcTeMbl ObuIo Eg, T.e.
JI0 aTaKd OTCYTCTBYIOT HEHUCITPABHBIC Y3ITHI.

[Tpouiecc pacmpeneneHHOM aTaku TO-
X0 Ha TPOIECC MACCOBOTO OOCITY>KWBAaHUS
B CHUCTEME C TOTEPsIMHU. CUCTEMa MOXKET Ha-
XOJIMUTLCS JIMIIL B cOCTOSAHUAX Eg,E1,...Em 1
BEPOSATHOCTH MEPEXO0JI0B

P(h){Ex—>Ex+1, kcm}=1h+o(h),
P(h){Ex—Ex1, k>0}=kuh+o(h),
1 «

P(h){Ex—>Ex, kem}=1-Ah-kph+o(h),

r7ie A — ImapaMeTp pacrpeieiCHUs] BEPOsSTHO-
CTH aTaKu. Y CJIOBUS CXEMBI IpoILiecca:

A =AVK <m,

A, =0vk>m,

u, =0, k =0,

p =kp, 1<k<m.

Pemrenne (1) mpu 3THX yCIOBHSX IS
JTH000T0 pachpeeNieHus JUIUTETLHOCTH aTaK
co cpeaHuM 3HaueHuneM 1/u umeer Bus (2).

p - k!

1+p+1p2 o +—p"
2 m

IMpu k=m, u3 (2) HaxXOaHUTCS BEPOST-
HOCTbh OTKa3a CHCTEMBI (BCE y3IIbl BHIBE/ICHBI
U3 CTPOsi):

U3 (2) taxke HaXOAUTCS CpeIHEe KO-
JINYECTBO BBIBE/ICHHBIX U3 CTPOS Y3JIOB:

8, = kP, =p(1-P,).
k=0

nOﬂyMapKOBCKue rnpouecchbl Kak
modenu rnpouyeccoe amakK Ha KOMIIb-
romepHbIe cemu

ATaka Ha ceTh C HECKOJBKUMH CIOSIMU
3AIUTHl MOXET OBITh OMHCaHA OOBIYHBIM
[MonymapkoBckum mpoueccom. B [4] wuzio-
’KEH BapHAHT TAKOTO OIHUCAHHS.

Tekylee COCTOSHHE MpOIEcca aTaku
Ha CeTh MPEJICTABICHO KaK YacTHIlA, a Mpo-

, p=2/u,k e[0;m]. (2

I[ECC Mepexo/a U3 OJTHOTO COCTOSHUS B JIPY-
roe — Kak MpoIecc CIy4aliHOro OJIyKIaHus
91O 4Yactulpsl. [lycTh 4MCIIO DKpaHOB CHC-
TEeMbI 3amUThl paBHO N, a cocrosHue Sp —
OTpaXKCHHE aTaKW OT BHEMIHEro dkpaHa. Co-
CTOSIHUE Sij — TMPOXOXKIACHUE AaTaKYIOIIETo
cyObeKTa uepes I-if IKpaH, a COCTOSIHUE Sp —
IPEO0JCHHE BCEX 3allUTHBIX SKPAaHOB U
NPOHUKHOBEHHE B SIPO 3aIUIIAEMOTr0 00b-
eKTa.

[TepemernieHue YacTHUIBI MOXET IPO-
UCXOJIUTh U3 COCTOSIHHS So Y€pe3 COCTOSHHS
S1i B cocTositHue Sy U oOpaTHO. OueBHIIHO,
COCTOSIHHE S1j SBISIETCS HEKUM HJICAIBLHBIM
COCTOSIHHEM, BEPOSATHOCTH KOTOpOTO
p1i=P(s=S1i) paBua nymio. Ilostomy, mis
npuUBeICHUs Tporiecca K MapKOBCKOMY BBe-
JICHBI HEKOTOPBIC JOIOJIHUTEIBHBIEC COCTOSI-
HHUS Sij+g U S1j-¢ B MAJIBIX OKPECTHOCTSAX TOYCK
S1j.

[Tporecc paccMOTpeH Kak OyXIaHus
YACTHIIBI MKy YIPYTUMHU JKECTKHUMH dKpa-
HaMU So ¥ Sij ¥ MOTJIOMIAIOIIUM 3KPAHOM S
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(puc. 3). Hamuume skpaHOB O3HAYaeT Cie-
JyIoIIee:

— ©CJIM YacTHUIIa MMOMaJaaeT B TOUKY Sp,
TO B CJICAYIOUIMI MOMEHT BPEMCHH YacTHUIlA
C BEPOSATHOCTBIO I TIOMAJET B TOUKY So+g JIU-
00 C BEpOSTHOCTBIO 1—I OCTAaHETCS B TOYKE
So;

— ©CJIM YacTHUlla MOMaJaeT B TOUKY Sy,
TO B CJIEIYIOUIMHA MOMEHT BPEMEHH YacTHUIIA
C BEPOSITHOCTBIO (] TIOMAAET B TOUKY Sp— JIH-

00 C BEpOSATHOCTBHIO 1—( OCTaHETCS B TOUYKE
So.

Ha puc. 4 u3ob6paxen rpad cocTossHUI
CUCTCMBI C BCPOATHOCTAMU IMECPCXOLO0OB JIA
gactHoro ciy4dast N=1 (S1j=S1, S1i+£=S11€).

V3MeHeHHsT BO BpPEMEHH COOTBETCT-
BYIOIIMX BEPOSITHOCTEH COCTOSIHUA Po, Pi-e

Pi+e, P2 YIOBIETBOPSIOT ypaBHeHHs Kommo-
roposa (3) [1, 6].

oo

5
SRRE Y

Swid .

Sl:'+?:

Ry

4
s

o1 2 3 4 5 6 7

Puc. 3. [Ipouecc Giry>kaaHus YaCTUIBI MEXKITY SKPaHAMH
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Puc. 4. I'pad cocTosiHU# It 4aCTHOTO CITydast

P

WHrerpupys 3Ty CUCTEMY ypaBHEHUU
IIPY 3aJaHHBIX HAYaJIBHBIX YCJIOBHUSAX, MOIY-
4aeM BEPOSITHOCTU COCTOSIHUH Kak (pyHKIHH
BpemeHHu. 1 nmpumepa, KOTOPOMYy COOTBET-
CTByeT TpaduK Ha pucC. 3, HAUAIbHBIE YCIIO-
BHUS TAKOBBI:

P11:=1, Po=P11+:=P»=0.

B cBow ouepenp, BEpOSTHOCTH mepe-
XOJIOB OMNPEIENSAI0TCS OTHOLIEHWEM MTIHO-

R (t)=-rP (t)+(1-r) R (t)+r_ P (1),
P (1) =1 R (1)~ B P (1) + 1R () + 0. R, (1),

©)

o (1) = =05 P (1) =R, (1) + 15, R, (1) + 0y, P (1),
P,'(t)=—aP,(t)+(1-q) P, (t)+0y,.P.. (1).

BEHHOW WHTEHCUBHOCTH aTaK A,., K CKOpO-
CTU pC€aKIHM CHUCTEMBbI 3alIHUTbI (I/IHTeHCI/IB'
HOCTH MOTOKa OOCHy)XuBaHUs arak) W. Jlis
Cily4asl ITOCTOSIHHOM Ha HMHTepBajie HaOJro-
JICHUS WHTCHCHBHOCTH aTaK A, peEIICHHE
cuctembl ypaBHeHHi (3) TpuBuaibHO. OHO
IpeJcTaBiIsieT Cco00l  AKCIOHEHIHAIbHYIO
(GYHKIHIO, TapaMeTpbl KOTOPOH MOJHOCTHIO
OIIPEJICTISIFOTCS.  COOTHOLICHHEM A/l U Ha-
YaJIbHBIM COCTOSTHHEM CHCTEMBI.
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B ciydae nepeMeHHON MHTEHCUBHOCTH
Tpaduka MoJy4aeM CHCTEMY IapamMeTpuye-
ckux auddepeHmaIbHbIX YPaBHEHHUH Tep-

BOTO TMOpSIKA, OOIIee PpeIIeHHEe KOTOPOit
uMeeT cienyromui Bu (pumep Uist Bepo-
SITHOCTH [o):

P, (t):e{—f[l—zr(t)]dt} (A (), (t)e[jr(t)dt] dt_’_Ce{—j[l—Zr(t)]dt},

rae C — mocTosiHHas BEIMYMHA, OIpesense-
Masl U3 Ha4aJIbHBIX yCJIOBHI.

Takum 06pa3oM, MOXKHO MOJYYUTh KO-
JIMYECTBEHHbIE OLEHKH 3(PPEKTUBHOCTU OT-
pakeHUs aTak B 3aBUCUMOCTH OT WHTEHCHUB-
HOCTH BXOJIHOTO TOTOKa M CKOPOCTH 00pa-
OOTKH B YCTPOWCTBE 3aILUTHI.

Bbie0o0ObI

C y4eToM BBIIIEYKa3aHHOTO, BbIIEIe-
HBI CJIEIYIOIIME COCTOSIHUS CETEBOTO Y3JIa,
OTHOCHTEJILHO aTaK:

1. Hopma (N) — 0ObI4HBIH peKUM pa-
OOTHI;

2. Atakyembiii (Aj) — MOTIBITKA HE-
canknunonuposanHoro poctymna (HCJI):

2.1. Tlpoxoxaenue 1-ro  cios
3aIlIUTHI,
2.n. IlpoxoxneHue N-ro cios

3aILNTBHI;

3. 3ammra (R;) — octanoska HCJI:
3.1. BoccraHoBieHnue N-ro Ccios
3aLUTHI;

3.n. Boccranosnenue 1-ro cnos
3aIUTH;

4. Konrparaka (C) — 6;710kupOBKa yr-
POYXKAFOILETO y371a;

5. Otka3 (F) — BBIXOA y3/1a U3 CTPOS;

6. Artakyrommii (1) — mpucoeauHeHue
K TPYIIIE aTaKyIoIIUX Y3JI0B.

I'pad cocrosiHMii mpeacTaBieH Ha
puc. 5. Ilapamerpsl (GyHKIHMA TMEPEXOTHBIX
BEPOSITHOCTEHW MOTYT OBITH pacCYMTAHbI, OC-
HOBBIBAsICh Ha CTATHCTHYCCKHX pPe3yJIbTaTax
HaOJIIO/ICHUH CEeTeBON aKTUBHOCTH.

MapKkoBCKHe TMPOIECChl UMEIOT HIHPO-
Ky NPUMEHUMOCTh B MOJIETHPOBAHHH CO-
CTOSIHUI CHCTEM IPH aTakax, Tak Kak IM03BO-
JSIFOT a0CTparupoBaThCs OT 3aKOHA pacrpe-
JIeTICHUS] BpPEMEHH TPHX0/ia COOOIIeH . ITO
MO3BOJISIET OT/ICIBHO HCCIIE0BATh COCTOS-
HHSI CHUCTEMbI, PACCUUTHIBATH BEPOSTHOCTH
ycrexa aTtakd WK €€ OTPaKCHHUs, KOHEYHOE

COCTOSIHHE CHCTEMBI, a TaK K€ MMOKa3aTelu
3¢ (PEeKTUBHOCTHU 3aIUTHI.

Puc. 5. I'pad cocTrossHMIT aTakyeMOro CETEeBOTO
y371a
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