
_____  6 

©        , 2012 

97 

 

        

 

-

 

 

-

 

-

 

 

 

 

- 2 -

 

 

  IPS (Intrusion Prevention Systems) [6, 



2______________________________________________________ 

 98 

Intruder Alert Symantec

Cisco Secure Scanner Cisco Systems RealSecure 

Internet Security Systems  ASAX (University of Namur, Belgium), 

SHADOW (Naval Surface Warfare Center, Dahlgren Division NetSTAT (University of 

California at Santa Barbara) [2

 

 

  

  

 

 

 

  

-

 

(system attack). 

 



_____   6 

 99 

 false negative  false positive  

 5]. 

 

 

 
  

1.  
 

2.  
ECHO_REQUEST 

3.   

4.   

5.   

6.  
  

7. 
  

8.  
 

  

 2 [5]. 

 

 

 
  

1. 
  

2. 
 

 

3.   

4. 

 

 



2______________________________________________________ 

 100 

 

-

 

IDPS 

 

IDPS  

 

IDS 

-

 

-

 IPS 
Firewall 

 

 

IPS  

 

 

www-  DNS-  

 

 P  

 IDPS 

Firewall). 

-

-

 

 

 

- -



_____   6 

 101 

 

IDPS 

 

 

NIDP

   

 WIDS (Wireless Intrusion Detection System),  

 

 

P

P

sysl P

 

IDP

 

IDPS 

 



2______________________________________________________ 

 102 

 

 -

-

 

PS 

P

 P

 

PS 

 

P

P

P

-

PS 

 

PS 

P

 

P

P

 

P

 

P

,  

P



_____   6 

 103 

 ( ) 

P - -

 

IDP

 

PS 

 

IDP

 IDP

P  

PS 

 

P

-

 

P

P

 

- IDPS 

-

fee Entercept, ETrust Intrusion Detection, 

IDPS 

P

IDPS

IDPS  

1)  

P    



2______________________________________________________ 

 104 

 

 

 

  

2)  

 (HIDS  

 

AIDS   

 

3)  

IDP

 [9  

 

P

 

-

IDPS  

 

  

 

 

 

 

  

4)  

P



_____   6 

 105 

P PS 

 

5)  

  

6) 

 

 

7)  P

P

PS. 

, 

, 

P

P

 

P

 

 

P

 

 

1.   

 /   .    544  

2.    /   .  . -  256  

3.     :  .   

     ;      : 

 2008.  344  



2______________________________________________________ 

 106 

4.     / 

  .   .  268  

5.  

 : http://comp-bez.ru/?p=778. 

6. .   : 

http://www.connect.ru. 

7.   : 

http://www.data.com/lab_tests/intrusion.html. 

8.  

 : http://inf-bez.ru/?p=480. 

9.  

 : http://inf-bez.ru/?p=478. 

10.   

     

 

       

 

-

. 

 Zavada V. Samchyshyn, V. V. Okhrimchuk  

ANALYSIS OF MODERN DETECTION OF ATTACKS AND PREVENTION OF 

INVASIONS OF SYSTEMS 

In article the analysis of the main mechanisms of realization of cyberattacks to resources of the 

information-telecommunication systems and ways of detecting them. Discusses the advantages 

and disadvantages of the main types of detection and prevention intrusions of systems. Proposed 

list of indicators for the comparative analysis of these systems. Identified the main most 

important properties which the modern of detection and prevention intrusions system should 

have are defined. 


