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PaccmarpuBaeTcst moHATHE TPOTpaMMHO-KOHMUTYpUpyeMoit cetn. Buagase ja-
éTCsT KOPOTKAsl UCTOPUIECKAsT CIIPABKA, O TOHSITHH ITPOrPAMMHO-KOH(MUTY PUPYEMOit
CeTH KaK HAyIHO-TEXHUIECKOHN KOHIIEIINN, KEM OHO OBIJIO BBEIEHO W UTO O3HATAET.
ABTOpBI CTATHU PACCMATPUBAIOT TEXHOJOTHIO TPOTPAMMHO-KOH(MUTYPUPYEMBIX CE-
Tell KaK OJINH U3 BO3MOXKHBIX ITAMIOB W HAMPABJICHUN PA3BUTHST CETEBBIX TAPAINTM
B IIeJIOM, He abCOJIIOTU3UPYsi POJIH 3TOoi TexHosorun. Hapsiay ¢ mocromHcTBaMu
OTMEYAIOTCS ¥ HEJOCTATKHU IIPOrPaMMHO-KOH(DUI'YPUPYEMBIX CeTell, paccCMaTpuBa-
TOTCsSI BO3MOXKHBIE BAPUAHTHI PA3BUTHS MPOTPAMMHO-KOH(DUTYPUPYEMBIX ceTell B
KOHTEKCTe THOPUIU3AINN C JPYTUMHU TEXHOJIOIUSIMU, B YACTHOCTH - THOPUIABAIIHST
MPLS u SDN. 3nauunresibHoe BHuMaHue yiessiercs nporokosy OpenFlow. B konre
CTAThbU PACCMOTPEHBI CYIIECTBYONNE OUOTHOTEKN JIJIsT IPOTPAMMHOM peajin3aliun
YIPaBJIEHUST TIPOTPAMMHO-KOH(MUTYPUPYEMOH CETHIO ¢ MCIOJB30BAHUEM TTPOTOKOIA
OpenFlow. Bce st 6ubnuorekn npepocrasisaior APIL mjis cosganmss MOIyJIbHBIX
MPUJIOKEHUI yIpaBIeHnsT TPOrPAMMHO-KOH(MUTYPUPYEMBIMI ceTsIMu. JIJist cpas-
HEHUsl [TPOU3BOJIUTEIFHOCTH OUOJIMOTEK MPUBEIEHBI PE3YJIbTATHl CPABHUTEBHBIX
TECTOB 110 MPOILYCKHOM CIIOCOOHOCTH W JIATEHTHOCTH.

BBenenue

[IepBonavuanabno rimobasbuble [P-ceTn ObLIM MOCTPOEHBI HA OCHOBE MOHATHA ABTOHOM-
HOIi cucrembl (AS). DTo MoOHATHE TO3BOJIAET CETSM MACIITAOMPOBATHCI U PACITHPATHCS
Yepe3 COoeJMHEHNsI, KOTOPble MepeIaloT MaKeThl K CJIeAYIoNeMy pPa3syMHOMY TPaH3UT-
HOMY Yy4YacTKy. TakKoe mpejicTaBjeHre CeTH MPOCTO M UMeeT JOKA3aHHYI0 OTKa30yCTOM-
YUBOCTb U MacCIITabUPyeMOCTh, UMEHHO Ha 3TOM IPHUHIUIE MOCTpoeHa ceTh HTepHer.

IPaora BeIOIHEHA IpH (DUHAHCOBOI IO IepkKe MuHICTepCTBa 06pa30BaHUs 1 HAyKH Poccuiickoil
Qeepaliuu B paMKax rocygapcTBeHHoro KouTpakTa ot 20 mons 2013 r. Ne 14.514.11.4084.
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[TpuHIUI aBTOHOMHOI CHCTEMBI HE TTO3BOJIAET TepEMeIaTh MecTa Ha3HAYEHUsI, T.e. Me-
HSTH TOHOJIOTHIO CeTH, He W3MEHss] MX WJIeHTHU(DUKAIMOHHBIE JIAHHbIE, TIOCKOJbKY OHU
TECHO CBA3AHBI CO CJIY2KO0M JIOCTABKU NMaKeTOB. TONOIOrMYecKoe PaCHoIOKEHHe MecTa
HazHavYeHus, HHTepdEHchl KOTOPOro UMEIOT MOJAK/IIOUEHHsI K CeTH, JUKTYeT UIeHTH(N-
KaIlMOHHbIE JaHHbIe. B1o6aBoOK MCIIOIB30BaHue TOJBLKO 6a30BOi aBTOHOMHON CHCTEMbI
3aTPYHACT OIpeIeIeHne IPYTUX HIACHTH(DUKAIMOHHBIX KAIECTB, TAKAX KaK JTOIMIeCKas
IPYIIMPOBKA, KOHTPOJIb JIOCTYIIA, KAYECTBO CEPBUCA, MEKCETEBOe B3aUMO/IeIiCTBUE N
ollpeJIe/IeHne aclleKTOB, KOTOPbIE MMEIOT OTHOINEHHE K IOC/Ie0BATEIbHOCTH IAKEeTOB,
bopMUPYIOIMKX TTOTOK HMJIM CeTeBOi ceaHc cBaA3u. i penienusi ux 1pobsieM opraHu-
sanus Internet Engineering Task Force (IETF) Bmena HOBBIE cTaHIapThl, Takue Kak
BupryasbHble jokaabHble cet (VLAN) u Bupryanbasie npusarabie cetu (VPN), cpe-
JII MHOYKECTBa JPYIUX CTAHIapTOB. Bo3pacraioliee 9uc/io CTaH apToOB BIEYET 3a OO0
yBeJIMYEHNE CJIOKHOCTH B CleUUKAIA CETEBBIX 3JIEMEHTOB M KOH(DUIYPAIUE CETEBBIX
uaTepdefcoB OepaTopamMmu CeTH.

1. IlpmumHbl BO3HUKHOBEHUS HOBOII MapaanurMbl

B3pbiBo110/106HbBII POCT U PACIIPOCTPAHEHTE MOOUIBHBIX YCTPORCTB U KOHTEHTA, JIJIsi HUX,
BUPTYAJH3aIIAsA CEPBEPOB U PACIIPOCTPaHEHNe 00JIAYHbIX CEPBUCOB SIBJSIOTCS OCHOBHBI-
MU TPeHJaMU JJI EPEOCMBICIEHUS TPATUITUOHHBIX CETEBBIX apXUTEKTYP.

Ob6osraunM pakTOphl DOJIEE TETATLHO.

1. Nsmenenune narreproB Tpaduka. BHyTpH 1eHTPOB 00pabOTKU JTAHHBIX ITPOUCXOJIUAT
CYIIECTBEHHOE U3MEHEeHWe aTTepHOB Tpaduka. B oriuvme or KimeHT-cepBepHO ap-
XUTEKTYPbI, KOIJ[a OCHOBHOW 00bEM KOMMYHHUKAIUI ITPOUCXOJUT MEXK)Iy KJIUCHTAMU U
CepBEPOM, COBPEMEHHBIE IIPUJIOXKEHUsT CO3/IAI0T MHOXKECTBO ITOTOKOB JIAHHBIX MEXKTy OT-
JIETTBHBIMU KOMITHIOTEPAMH, & HEe TOJBKO ¢ cepBepamu. Kpome Toro, moib30BaTe/n TaKKe
MEHSIOT MAaTTEePHBI TpadUKa, MPUMEHsiss MOOUIbHBIE YCTPOWCTBA, KOTOPBIM HEOOXO/IMM
MIOJTHOIIEHHBIH JIOCTYI K KOPIIOPATHUBHBIM PECypcaM U MPUJIOKEHUSM U3 JIIOOOH TOUKH
ceTu B JiI0O0Oe BpeMs.

2. Ucrnionb3oBanue 1mepcoHaIbHbIX MOOMIBHBIX yeTpoiicTB. [losib3oBaresn Bce valie mpu-
MeHSIOT Ha paboTe pas/ImiHble TepCOHATbHbIE MOOMIbHBIE YCTPOCTBA, TAKHMe KaK TIIaH-
IEeThl, MOOW/IbHBIE TeIeOHbI, KOMMYHUKATOPHI U HOYTOYKHU JIJIs JOCTYIA B KOPIIOPAa-
TUBHYIO CeTh. APXUTEKTypa CeTH JOJKHA MPUHATH 9TH yCTPOHCTBA € BO3MOMKHOCTBHIO
TOHKOT'O KOHTPOJISI U C YYETOM 3aIlUThl KOPIOPATUBHBIX JIAHHBIX U WHTEJIEKTYaJHHOM
COOCTBEHHOCTH TIPU COXPAHEHWH TOJUTUKU UCIOJTHb30BAHUS CETU U JAHHBIX B HEM.

3. PazBurne obsiaunbix cepBucoB. llpeanpusarus akTHBHO HUCIHOJIL3YIOT IIyOJIMYHBIE W
JaCcTHBIE 00JIaYHbIE CePBUCKHI. Bu3Hec-10ruka JUKTyeT He0OXOIUMOCTD JIOCTYTa K IIPUJIO-
xenusaMm, nadpactpykType u apyrum T pecypcam 1o 3ampocy u ¢ BBICOKOI CTEIIEHBIO
Jetanmusaruu. B pornosinenne K 9ToMy KpaiiHe BayKHbI BOIIPOCHI 0€30IIaCHOCTH TTPU PadoTe
C YaCTHBIMU U ITyOJIMIHBIMU OOakaMu. Bes 9Ta apXuTeKTypa T0/KHA TaKXKe YINThIBATh
BO3MOYKHOCThH OIIEPATUBHBIX M3MEHEHUN B CTPYKTYpe NPEINpUITHIl, KAK BHYTPEHHUX,
TaK U PA3JIMYHBIX CJUAHUN U THOrJIoNeHunit. Takum obpa3oM, BeJiell 38 BHIYUCTUTETbHbI-
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MU pecypcaMu ceTeBasi HHPPACTPYKTypa J0JKHA TaKKe JITACTHIHO MACIITAONPOBATHCH,
PEOPraHn30BbIBATHCA Ha JIETY U 2KeJIaTeJIbHO yIIPABIAThCA €IUHBIM HMHCTPYMEHTOM BMe-
cre ¢ nHMPACTPYKTYPOIl XpaHEeHUsl, BLIYUCTUTETLHBIMI MOITHOCTSIMU U T.]I.

4. Peskoe yBemmderne o0beMoB JaHHbIX. COBpeMeHHbBIE IIPUIOKEHNS, HAIIPUMeED On3HEeC-
AHAJIMTUKA, U JIpDyTUE TIPEIyCMAaTPUBAIOT paboTy ¢ OIPOMHBIMH OObEMaMU JIAHHBIX U
0o0MeH MezK/ly MHOXKECTBOM CEPBEPOB, KOTOPbIE MOT'YT UMeTh HeIlpeJICKa3yeMbIil 3apaHee
HAOOD CBsI3€ll JIPYT € JPYyTroM. YBeJndeHre 00bLEMOB MepeaBaeMbIX 110 CETU JIAHHBIX U
HEIPE/ICKA3YeMOCTh TUIIOBBIX ITYTEl Iepegain Takyke TpedyeT OT CeTH BO3MOYKHOCTHU 110
CYIIECTBEHHOMY €€ MacCIITabupOBaHUIO, KOTOPOE HEBO3MOXKHO B pPaMKaX TP UITUOHHON
ceTeBoii mapaurMbl. Bee 3t hakTOpPHBI, 110 CyTH HOBBIE (DYHKITMOHAIbHBIE TPEOOBAHUA K
ApXUTEKTYpe CETH, IPUBOJIAT K CMEHe apaJuTrMbl, TOCKOJIBKY CYIIECTBYIONINE apXUTEK-
TypHbIE NIPUHIIUAIIBI HE CIOCOOHBI YJIOBJIETBOPUTH HOBBbIE moTpebnocTu. CereBble TEXHO-
JIOTWM Ha CErOJHSIIHUI JICHD IIPEJICTAB/ISIOT co00l HAOODP MPOTOKOJIOB, pa3pabOTaHHbBIX
J1g obecriedeHns KOHHEKTUBHOCTU XOCTOB 110 Pa3JIMYHBIM TUIIAM KaHAJIOB, TOIIOJIOTHI
1 Ha PA3IUIHBIX JTUCTAHIUSIX. DTU MPOTOKOJIBI pa3padaThIBAINCh B U30JISIIUN JPYT OT
npyra (cOOCTBEHHO TaKash U30JISIIUS U JIEKUT B OCHOBE MHOIOYPOBHEBOI MOJIE/IH ceTe-
Boit apxurektypbl, 6yiab 1o OSI wiu TCP/IP). PesyiabraroMm sIBJsleTcs MOBbINIEHHAS
ca0XKHOCTE cerefl. Hampumep, 4Tobbl 106aBUTH HOBOE YCTPOICTBO, HEOOXOIMMO H3Me-
HUATH KOH(MUTYPAIMIO KOMMYTATOPOB, MapIIPYTU3aTOPOB, MEXKCETEBBIX SKPAHOB U T.I.,
OOHOBHUTBH CIIUCKU KOHTPOJIS jjocTyna, nadopmarmio o BJIBC, kagectBe obcmykuBanms
U JIpyrue MeXaHU3Mbl, UCTIOJIb3ysd WHCTPYMEHTHI aJIMIHACTPUPOBAHUS, CHEIIMuIecKne
JIUIsl KOHKPETHOr0 000PYI0BaHUs, TPUYEM B 3aBUCUMOCTU OT U3TOTOBHUTENS 0DOPYI0Ba-
nus, tTuna u Bepcuit [10. Takum obpazom, cOBpeMeHHbIE CeTeBble apXUTEKTYPbl HCIIbI-
TBIBAIOT CJIOKHOCTH B OTIEPATUBHON TO/IJIEPKKE MEHSIONNXCA TPeOOBAHUN TPUTOXKEHUIA
n OU3HEC JIOTUKH, UMEIOT HEJIOCTATOYHYIO MACIITaOUPYEeMOCTh U CJIOXKHBI B HACTPONKE U
OOCJTY>KWBAHNHN, 3aBUCAT OT CIENNMUKI BEHTOPHBIX PEITeHwil.

[TockobKy pazBuBarOTCs 0OJIAYHBIE APXUTEKTYPHI U JIMHAMUYIECKOE PacIpeesieHne pe-
CYPCOB, PACTET HCIIOJIH30BAHNE MOOUIBHBIX KOMIIBIOTEPOB U BUPTYAJILHBIX MAITIH, BO3-
HUKAET MMOTPEOHOCTH B JIOTOJHUTE/IFHOM YPOBHE MPOTPAMMHO-KOH(DUTYPUPYEMOI CETH.
[Tporpammuo-koudurypupyembie cetu (SDN ot anrit. Software-defined Network) — sto
BT KOMITLIOTEPHBIX ceTell, pa3paboTaHHbIl COBMeCTHO YHUBepcuTeTaMu bepkiu u CTon-
dopmaa B 2005 roy. SDN ceTu 1Mo3BOIAIOT @ IMIHICTPATOPAM CETH YIIPABJIATEH CETEBBIMU
CepBUCAMHU TTOCPEJICTBOM a0CTPAKIINiT HAJT (PYHKIIMOHAILHOCTHIO O0OJIee HU3KOIO yPOBHS,
epeMeraTh CeTeBbie O0BEKThI 063 M3MEeHEeHUsT UICHTU(DUKAIMOHHBIX JIAHHBIX WIN Ha-
pyIIIeHnsT TeEXHUIeCKNX TpeOOBaHUii, YIpoImaeT cereBble oreparuu. B mapagunrme SDN
dyHKIIMN yrnpaBaeHus 1 KOHTPOJIS TOBEJIEHNS CETEBBIX YCTPONCTB TOJHOCTHIO OT/IEIEHBI
OT IIPOIECCOB MEPECHUIKU JIAHHBIX. Bosiee Toro, yHKIUM KOHTPOJIST TPOrPAMMUPYIOTCS
HEIIOCPEJICTBEHHO TTPUJIOKEHUAME. Birarogaps TakoMy OTIEe/IeHUI0 KOHTPOJIsA, (DYHKITNN
KOTOPOrO paHee OBbLIN KECTKO MPUBS3aHbI K KaXKJIOMY CETEBOMY YCTPOHCTBY, mHMpa-
CTPYKTYpa CeTU Telepb BBICTYIIAET OTJIEJIbHBIM YPOBHEM aOCTPAKIINN JIJTsT TTPUIOKEHMI
U CETEBBIX CIIy?KO, KOTOPbIe MOTYT PACCMATPUBATH CETh KaK JIOTUIECKYIO WM BUPTYaJTh-
HYIO CYITHOCTbD.
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Beé aro jocTuraercs myTéM pasjiesieHusl YPOBHS YIIPABJIEHHs CEThIO M YCTPOICTB Iie-
penaun jganubix (Puc. 1).
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Puc. 1. KouTpoJsutep BoinostasieT posib nHTEpdeiica MeK/ 1y (DU3NIECKO CeTHIO U yPOBHEM

SDN

NureiekTyanbabie (PYHKIIMH CETH COCPEJOTOYEHBI B ITPOTPAMMHOM CETEBOM KOH-
TPoJLIEpe, KOTOPBIil OTC/IEKUBAET O0IIee COCTOSHUE CeTeBO MHMPPACTPYKTYPhI U MOTO-
KOB B Heil. /Iy npuioxKeHuit ceThb OJ1aromapsi TaKoil abOCTPAKIIMKM BBITVISIUT KaK €1u-
HBII JIOTMYeCKUit KoMMyTaTop. B Takoil KOHIENIuu yIpaB/IeHuEe BCEil CeThIO IIPOUCXO-
JIUT B €JIMHOI JIOTUYECKOI TOYKe, YTO 3HAYUTEIHLHO YIIPOIIAET 3a/la9 KOH(pUrypaum u
yrpasJienus. Kpome Toro, mpoire BBINIAIAT U (DYHKIIMOHUPOBAHUE CETEBBIX YCTPOMCTB,
[IOTOMY 9TO B OTJIMYHE OT TPAJUIIMOHHON MOJIEIM UM He HaJ0 OOJIbIINE MO/IePXKIUBATh 1
0OpabaTbIBaTh MHOXKECTBO Pa3JIMIHBIX ITPOTOKOJIOB, & JOCTATOYHO TOJIHKO IOJIydaTh W
obpabaTbIBaTh HHCTPYKIUK OT KOHTpoJtepoB SDN.

OueHb BasKHBIM MPAKTHIECKUM CJIEICTBUEM SIBJIIETCSA TaKxKe TO, UTO /I HACTPOUKM
CeTH JIOCTATOYHO HACTPOUTDH IPOIPAMMHBIN KOHTPOJIEDp CETH, BMECTO TOTO, UTOOBI W3-
MEHATbh COTHU CTPOK KOJIa BO MHOYKECTBE CETEBBIX YCTPOHCTB ceTh. Takrke IOBeJICHHE
CeTU MOXKHO U3MEHATH B PeasjIbHOM BPEMEHU, & HOBbIC IIPUJIOKEHUA BHEAPATH 384 rOopas-
J10 OoJiee KOPOTKOE BpeMsi, 9YeM B TPaJIUIUOHHON apxuTekType. LlenTpamunsys cocrosHue
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ceTu B €IMHOM ypoBHe KOHTPOJisi, SDN cetn MOryT KOH(MUIYpPHUPOBATHCA C MTOMOIIHIO
porpaMMHbIX cpejicTB. CeTeBble KOHTPOJLIEPHI TaK:Ke 00/1a/1af0T HADOPOM ITPHUKJIA THBIX
uHTePdEcoB, KOTOPHIE TIO3BOJIAIOT PEAIN30BATh TUIIMIHBIE 38/1a91 110 MapIIpyTH3aIIIT,
B TOM YHUCJI€E MHOT0aJIPECHO#, 6€30IIaCHOCTH, KOHTPOJIIO JIOCTYIIA, YIIPABIEHUIO TTOJIOCOM
HPOITYCKaHUsI, KAUeCTBOM 00C/IyKUBaHUsI, OU€Hb TOHKO HACTPOEHBI 101 3a/1a91 KOHKPEeT-
HOT'O ITOTPEOUTEIS.

2. IIporokoa OpenFlow

[Iporpammuo-Kondurypupyemas ceTb TpeOyeT HEKOTOPBIX METOJOB Jijid 0becreveHusd
CBA3M MEK/Iy YPOBHEM YIIPABJICHUs U YCTPOWCTBaMU Tiepeadn Janubix. Ha qanabrit Mo-
MEHT CaMbIM IOIY/IsIPHBIM U aKTUBHO Pa3BUBAIONIUMCs siBjigeTcsd mpoToko OpenFlow.
[Tocnenusist Bepcust MPOTOKOJIa HA MOMEHT HaITUCAHUs cTaThbu 1.3.2.

Hamonobue mabopa mucrpykimii mporeccopa, OpenFlow omnpenensier 6a3oBble mpuMu-
THBBI, C ITOMOIIBIO KOTOPBIX CTOPOHHEE MPUJIOYKEHNEe MOXKET MPOTPAaMMUPOBATH CXEMBbI
MEPECBIIKN JIAHHBIX CETEBBIX YCTPONCTE.

OcnoBnasi ujiest nporokosia OpenFlow mpocra: GosbimaCcTBO coBpeMenubix Ethernet-
KOMMYTATOPOB M MapIIpyTU3aTOPOB COJIEPKAT TaOJIHUIBI IOTOKOB, KOTOPbIE UCIIOJIb3Y-
10TCs STt peanmsaruu opauamayspos, NAT, QoS, a Takxke st coopa craructuku. B To
’Ke BpeMsi TabJINIIBI TOTOKOB Pa3HbIX Mpou3pojuTeieil pasimaaiorcs. OpenFlow ucmon-
3yeT eJInHbI HAOOp (DYHKIWI U IIPEIOCTAB/IAET OTKPBITHIA IPOTOKOJI /IS IIPOrPaMMU-
poBaHUs TAaOJIUIL TIOTOKOB Ha PA3/JMIHBIX KOMMYTATOPaxX U MapIIpyTH3aTOPaXx.

[Iporokon OpenFlow peammsyercss Ha obenx cTopoHax WHTEpdeEca MeXKIy CEeTeBBIMU
YCTPOUWCTBAME M CETeBBIM ITpOTpaMMHBIM KOHTpoJsutepoM. OpenFlow ucmonb3yer KoH-
HEIIAIO TOTOKOB /I HaeHTHuUKaIIN Tpaduka, 0a3upysich Ha 3apaHee OIpPeIeIeHHbIM
MPABUJIAX COIOCTABJICHUS, KOTOPBIE 38 IaI0TCS CTATUYCCKU UJIU JIMHAMUYECKU CETEBBIM
KOHTpOJLIepoM. Taknum 0Opa3oM MOYKHO KOHTPOJIMPOBaTh, KaK TPaUK IIPOXOUT Uepe3
CeTeBbIe YCTPOMCTBA B 3aBUCUMOCTH OT TaKUX IapaMeTpPOB, KaK OCOOEHHOCTU UCIIOJIb30-
BaHUs CETH, 3arpy3Ka, JJOCTYITHbIE PECYPChl 00JIaTHBIX U PACIPE/Ie/IEHHBIX TPUIOXKEHUI,
JIOCTYIIHBIE PECYypPChl XpaHeHus JaHHbiX. COOTBETCTBEHHO CETh IIPOrPAMMUPYETC ¢ Ipa-
HYJISIPHOCTBIO OTJIEJIbHBIX TTOTOKOB.

[Ipocroit OpenFlow-komMmyTaTop mpejcTaBiser cob0il JIEMEHT Mepeiadn JaHHbIX, KOTO-
PBIil TIepechlIaeT MakeThl MeXK Iy MOPpTaMi, KaK OIpeJIeIeH0 YIAJEHHBIM KOHTPOJLIEPOM
(Puc. 2).

Kovmmyrarop OpenFlow moimken comeprkarh He MeHee TPEX YacTeil:

1. Tabsmna morokos. OHA COAEPKUT MOTOKU U ACCOIMIUPOBAHHOE C KAYKIBIM IIOTOKOM
JielicTBUE, KOTOPOE FOBOPUT KOMMYTATOPY, KAKIMM 00pa3oM 00pabaThiBaTh IMOTOK.

2. Samuménnblit KanaJ. Vcrob3yerces i rmepeiadn MakeToB U KOMaH [ MEXK/Ly y/ia-
JIEHHBIM KOHTPOJIJIEPOM M KOMMYTATOPOM.



[TKC Kax 3Tam 3BOJIONUN CETEBbIX TEXHOJJIOTHA 115

LR S R

el
i R

--II--I--.r

Puc. 2. Kommyrarop OpenFlow. Tabuia 1moToKoB yIpaB/isieTcs: VAaJeHHBIM KOHTPOJI-
JIEPOM Yepe3 3aIUIIEHHBIN KaHaJl

3. Iporokosn OpenFlow. [Ipegocranisger OTKPBITHIIH U CTAHJIAPTHBIN IIyTh JJI B3au-
MOJIeICTBUS KOHTPOJLIEPA ¢ KOMMYTATOPOM.

B TtakoMm mpejicTaBiennn moToKu MOTYT OIPEIEIATHCSA TI0 PA3JIMIHBIM IPU3HAKAM 1 OT'Da-
HUYEHBI TOJIBKO BO3MOXKHOCTSAMU Peau3aIiu TaOIuIbl TOTOKOB. Harpumep, moTokoMm
mozkeT ObITh TCP ceccust, nim Bee nakerst ¢ onpesenéanoro MAC wu [P anpeca, wim
BCe TaKeThl ¢ OinHaKOBBIM TeroM VLAN, wim Bce aKeThl ¢ OJMHAKOBBIM HOMEPOM TIOPTA
KOMMYTaTopa.

Kaxknas 3anmch moToka B TabnIle MMeeT TPOCTOe acCOIMUPOBAHHOE C Heil JleficTBHe.
Tpu ocHoBHBIX JieficTBust (Bce KommMyTaTopbl OpenFlow 0/KHBI UX TOJIEPKUBATS ):

1. Ilepemada rmakera, IpUHAIEKAIIETNO ITOTOKY, B YKA3aHHBIA ITOPT. DTO MTO3BOJISIET
MapIIPYTU3UPOBATh MAKEThI B CETH.

2. NMukancynmmpoBanue u mnepejada HaKeTa, TPUHAJJIEIKAIIETO MOTOKY, KOHTPOJLIEPY.
[TakeT jgocTaBisgeTcs depes3 3allUIEHHOe COeIUHEHNE TI0C/Ie TOr0, KaK MHKATICYJ/IU-
pyercs U OTHpaBjsieTcss KOHTpoJiepy. OObIYHO 9TO JefCTBUE HCIOJIb3YeTCs st
IIEPBOIO IMaKeTa HOBOI'O IIOTOKA, TAKMM 00Pa30oM, KOHTPOJLIEP MOXKET IPUHATH pe-
IeHne, 100aB/IATh IOTOK B TaOJIUILY ITOTOKOB MJIM HET.

3. OrbOpocuTh makeT, MpuHaIeXKaIIii MOTOKY. MoKeT OBITh UCIIOIB30BAHO I 00ec-
neveHnsd 6€30IaCHOCTH, YTOOBI 3allIUTUTh CEPBUCHI OT aTaK WU YMEHBIIUTH Hapa-
BUTHBIN IMIIPOKOBEIATEIbHBII TpadruK OT KOHETHOI'O XOCTa.
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Banuck B Tab/IHUIE TOTOKA UMEET TPH IOJI:
1. 3aroJioBok makera, KOTOPBI OIIpeesseT MOTOK.

2. [leitcTBUeE, KOTOPOE OMPEJIETIET, KAKUM 00pa30M JIOJI2KHBI OBITH 00pabOTaHBI TIAKe-
TBI.

3. Crarucruka, KOTOpas OTCACKUBACT U XPAHUT YUCJIO IIPOIICIINX IIAKETOB U IIe-
pelaHHbIX OaiiT, a TakzKe BpeMs, IPOIIC/IIIee ¢ MOMEHTa IIOSBJICHUS ITOCJICTHErO
[aKeTa, TOMAJIAIONIEr0 B JAHHBI MOTOK (/IS BBIYUCICHUS W Y/IAJCHUS HEAKTUB-
HBIX [TOTOKOB).

Kak BapuanT 661cTporo, Ho He caMoro 3M@MEKTUBHOTO PEIeHsT, KOMMEPYEeCKHe KOMMY-
TATOPBI M MapIIPYTU3ATOPHI MOTYT OBITH MOJIUMUITNPOBAHBI 71 PAOOTHI IO TPOTOKOY
OpenFlow nyTém jrobaBienus TabJIMIbI TOTOKOB, 3AIUIIEHHOTO KaHAJIA  CAMOTIO IIPOTO-
kojia OpenFlow. O6br4uHO B KatecTBe TaOIUIBI IOTOKOB MOXKHO UCIIO/IH30BATH allllapaTHO
peammzoBannbie Tabsmipl, Hanpumep TCAM (Ternary Content Addressable Memory);
BAIMUIIEHHBI KaHAJI W TTPOTOKOJ MOT'YT OBITh IMOPTUPOBAHBI B OIEPAIIMOHHYIO CUCTEMY
YCTPOMCTBA.

Hpyrue, 6osiee 3¢pheKTUBHBbIE TPUHITUIIBI PAOOTHI KOMMYTaTOPOB U MaPIIPYTU3ATOPOB
TAK2Ke 9aCTO PaCCMATPUBAIOTCA B jinTeparype B npussske K mojaxonay SDN. Tak, nanpu-
Mep, B pabote 9] mpesiaratoTest yCOBEpIIeHCTBOBAHNSI, KOTOPbIe MOI'YT KaK 3aTParnBaTh
HNPUHITUIBL PAOOTHI AlapaTHOW JIOTUKA KOMMYTATOPOB, TaK U YCTPAHATH OIPeesIeH-
Hble HejocTaTky poTokosa OpenFlow. K HemocraTkam JIornaeckux cxemM COBPEMEHHBIX
KOMMYTATOPOB OTHECEHO TO, 9TO OHHU ITO3BOJISIIOT BBIIOJIHSTE IOC/IEI0BATEIbHOCTh COB-
naJicHue / JIeiicTBHE TOJIBLKO HAJl KpaiiHe OrpaHmYeHHbBIM HAOOPOM IT0JIeil. A caM IIPOTOKOJI
OpenFlow cuibHO orpannanBaeT HAOOP BO3MOXKHOCTEl 110 00paboTKe makeros. JIjist m3-
MeHEHUsI 9TOro TMOJIOKeHnsT aBTopaMu paborsr |9] mpemiaraercs mexanunsm RMT (mepe-
KOHUIypHUpYyeMble TaOJIUIBI COOTBETCTBHSA), KOTOPBIil TO3BOJIUT MEHSATH JIOTUKY pabo-
ThI CIIEIMATN3UPOBAHHBIX MIKPOCXEM KOMMYTATOPOB, U3MEHsS Ha, XO/IY XapaKTePUCTUKH
10J1€li, TI0 KOTOPBIM HY>KHO MCKaTh COOTBETCTBHE, U IIpejjiaras 0oJiee MUPOKU CIIEKTP
JeficTBUil 110 TaKeTaM, Ha KOTOPBIX cpaboTaJsio mpasuio. [Ipuaem Bes 3Ta cucrema MOXKeT
paborarh Ha TePAOUTHBIX CKOPOCTAX 0€3 MOTEPh IPOU3BOANTE/HHOCTH.

3. HampaBaenunsa coBpeMeHHbBIX nccjaegoBanmii SDN

Hecmotpst Ha 1o uro SDN HECOMHEHHO SIBJISIETCSI HOBOH M JIOCTATOYHO TEPCIIEKTHBHOM
apaJIir'Moil B Pa3BUTUU CETEBON apXUTEKTYPhI, OJIHAKO HAy9IHad JUCKYCCUA B paMKax
HAIpaBJIEHNH JAaJibHeliero pasputus SND kpaiite jajeka oT 3aBepIieHus.

O/1H0 U3 MOTEHIIMATBLHBIX HALIPABIECHUN JasbHedieit sposorun SDN moaxo/108 — rubpu-
mmsarst Kourernun SDN u MPLS. B cgoeii pabore [10] aBTOpBI IIpeiiiaraloT BepHY ThCst
k rexaojorun MPLS u ucnonbsoBats ee pemenus jyis jgasbHeiinero passurus SDN.
Cunrasg, 9T0 TpeMs BaKHEUIUMHU TPeOOBAHUAMU K MHPPACTPYKTYPHON TacTH COBpe-
MEHHBIX CeTeil SABJISeTCs: IIPOCTOTa KOHCTPYKIINM /JIOTUKHA PabOThl 000PY/IOBAHUS, ITO
[I03BOJISIET MOBBINIATH CKOPOCTH 06PAbOTKHU JIAHHBIX, HE3aBUCHMOCTb OT MOJIE/IN / MapKu
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00opy/I0BaHUs, U TOTOBHOCTH K U3MEHEHUAM, UTOOBI He TPeOOBAIOCH 3aMEHbI 000PY/I0-
BaHUsI IPU Pa3BUTHH CETeBbIX TexHojormii. K mporpaMMHOMY »Ke KOMIIOHEHTY ceTeif
HPUMEHSIETCS OJIHO YCJOBUE — MaKCHUMaJIbHasI THOKOCTh U IIPOTPAMMUPYEMOCTb.

PaccmorpuMm ceth Kak cucremy nHTepdeiicoB, cunTas mHTepdeiicbl ToOUKaMu, B KOTOPBIX
repeJlaeTcsd KOHTPOJIbHAs UH(MOPMAIIUA MeXKIy OObeKTaMHu CeTeBOM MH(MPACTPYKTYPHI.
C Takoit TOYKMN 3peHHs CYIIECTBYIOT TpU HHTepdeiica:

1. ¥3es-cerb, B KOTOPOM KOHEYHbBIE UCTOUYHUKH JIAHHBIX HH(MPOPMHUPYIOT CETh O CBOUX
ITOTPEOHOCTSIX.

2. Omneparop-cerb, B KOTOPOM OINEPATOPBI CeTU (CEepBUC-IPOBAiIEpbl WM A IMUHU-
CTPATOPBI KOPIIOPATUBHBIX cereil) nHMOPMUPYIOT CeTh O CBOUX HOTPEOHOCTSIX.

3. Ilaker-KOMMYyTaTOpP, KAKUM 00pPa30M ITaKkeT UJIeHTUMUITUPYETCs IIepe] KOMMYTaTo-
poMm (mtu B Gostee 00IIEeM CIIydae JFOOBIM CETEBBIM YCTPOHCTBOM, OCYTIECTBIISIONTIM
dbopBapuHT MAKETOB).

B Tpajunuonnoit mozmesm cetu VHTEpHET ceTh MPOCTO IMEpEeMENaeT MaKeThl Y3JI0B OT
MCTOYHWKA K ToJydaressio. Kaykaplii MapIpyTu3aTop IPUHAMAET pelleHne WHINBHTY-
AJILHO IO KazkioMy rmaketry. [losromy maTepdeiich! y3ea-ceTh 1 makeT-KOMMYTATOD UJIeH-
TUYHBI, & nHTepdeiic onepaTop-ceTh He (hOpPMaIN30BAH.

B rexnosnorun cereit MPLS, koropast ipejiaraer siBHOe pa3/imdne MexK, 1y TPaHuIei ceTn
U ee siJIPOM, IMeeTCs pasjinydne MeyKIy WHTepdeiicaMu y3es-CeTh U MaKeT-KOMMYTaTOP.
Torna kak B 1epBoM cjydae 3TOT nHTepdeiic mpejcrasiisger coboit IP 3aro/ioBok makera,
a BO BTOPOM CJIydae CIEIUAJIbHYIO METKY, [IPU IIOMOIIU KOTOPOil Tpaduk rmomevyaercs Ha
norpaHuvdHoM MapinpyTtudarope. Onnako Texuosiorus MPLS e dopmanmmsyer untep-
deiic orrepaTop-ceTh.

B konmenmuun SDN dhopmammzanum nojgsepres naTepdeiic onepaTtop-ceTh, B TO BpeMsi Kak
JiBa JIpyrux uHTEpdeiica ocTaauch 03 M3MEeHEeHU 110 CPABHEHUIO C TPAJIUITMOHHON apXu-
tektypoit ceru. [Iporokos OpenFlow obecrieunBaeT KOHTPOJLIEPY BOZMOYKHOCTH MAHUITY-
JIIPOBaHUST KOMMYTAIIMOHHBIM / MAPIIPYTU3UPYOIMIUM 060PYI0BAHUEM, UCIIOJIB3Ysl CTaH-
JIapTHBIE KOMIIOHEHTHI 3arojioBkoB Ethernet, IP, mpoTroko/sioB TpaHCIIOPTHOrO YpOBHSH,
BBI3bIBas JINOO OTIPABKY MMaKeTa Ha ONpeeIeHHBIN TOPT, JIN00 MOIUMUKAIIIIO ITHX TI0-
neit. T.e. mpobitemoit SDN ocraercsi HeOOXOIMMOCTb NHTEPIIPETAINHT 3ar0JIOBKOB ITAKETOB
CETEBLIMU yCTPONUCTBAMU. JTO B CBOIO OUYEPE/b HE TO3BOJISET JOCTHIhL OOJIBIITUX CKOPO-
creil B 06paboTKe MakeToB B 060PY/I0BAHNUN, IPUBSI3BIBAET CETh K IIPOTOKOJIY (HAIIPUMED
nepexoji ¢ [Pv4 na IPv6 npusesier K HEOOXOMMOCTH PACCMOTPEHUS YCTPORCTBAMU JIPY-
TUX TOJIell 3ar0JIOBKA W COOTBETCTBEHHO HEOOXOIMMOCTH 3aMeHbl 0DOPY/IOBAHUS C CETH
WJIN €r0 alrpeiiia).

Takum obpazoM, OJIHUM U3 HallpaBaeHuil BO3MOKHOI 3Bosiornuu SDN saBiisiercss pas;e-
Jlenre nHTEePQEcOB y3e/I-ceTh U MaKeT-KOMMYTATOP JJIsT TOr0, YTOOBI BBIJIEPXKATEH TPE-
OoBaHudA K «uJeaJIbHONy MHMpacTpyKType ceTu. J[jst 9TOoro BBOJAATCS NMOHATHS S/pa W
rpaHunbl cetn Tak ke, kak ¢ MPLS. B Takom ciyuae Bce Tpu mHTepdeiica ABIISIOT-
¢ popMaIn30BaHHBIMI U UCIIOJb3YIOTCA KasKJIblii Ha cBoeM mecte. [Ipu aTom ycTpoii-
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cTBa, obecreunBalomue (GpyHKIMOHUPOBAHUE S/pa, U T'PAHUIHBIC YCTPOHCTBA YIIPaBJIs-
I0TCA TIPU TTIOMOIIHU TPOTOKOJIa, aHajorudnoro OpenFlow, HO oTae/nbHO APYT OT JIpyTra,
ITOCPEJICTBOM OT/IE/ILHBIX MPOIPAMMHBIX KOHTPOJIJIEPOB, TTIOCKOJILKY SI/IPO 1 I'PAHUIA BbI-
HOJIHSIIOT Pa3Hble 33J[a9u. SIpo ceTn OTBeYaeT 3a TPAHCIOPTUPOBKY JIAHHBIX (OIHO- U
MHOTIOAJIpeCHas [ePEChLIKA) U 38 MHTEUIEKTYAJIbHYIO MOJIUTUKY OOCTY?KUBAHUS OUepe-
Jieit B cydae BOSHUKHOBEHUS TIEPETPY3KH OINPeIe/IEHHBIX HAITPABIEHUIA.

['panuna cetn m ycrpoiicTBa, pactnoOyKeHHbIE B Hell, OTBEYAIOT 3a BECh CIIEKTD CETEBBIX
CEePBUCOB, BOCTPEOOBAHHBIX COBPEMEHHBIMU TPUIOKEHUIME — U30JISIINI0, O€3011aCHOCTb,
Ka4decTBO obcyzKuBanus. [[losTomy morpanmvnbie yCTpONCTBA TaKXKe YHIPABIAIOTCI OT-
JIEJIHO OT siJIpa U IOJIb3YIOTCH CEPBUCAMU sJIpa JIJIsd IEPECHLIKN TpaduKa.

4. DBubamnmorekn koHTpoJaepos OpenFlow

Ha manmbIil MOMEHT cyimecTByeT OoJiee jgecaTKa OMOJIMOTEK ¢ OTKPBITHIM HCXOIHBIM KO-
JIOM JIJIsT CO3JIAHUSA MOJLYJIbHBIX ITPUJIOXKEHUN YIIpaBJICHUS TPOrpaMMHO-KOH(MUTYPUPY-
eMbIME ceTsiMi. /lasiee rpuBe/ieHO KpaTKoe olrcanne HanboJiee MOIyIIPHbIX U Pa3BUBa-
IOIMUXcAd OUOJIMOTEK ¢ OTKPBITHIM HCXO/IHBIM KOJOM Ha, JAaHHBII MOMEHT.

NOX

Camas nepBag mrardopMa JJIsd CO3/IaHIs TPUJIOZKEHU yIIpaBIeHns CeThIo, pazpadoTaHa
Nicira Networks. B 2008 romy Nicira Networks noxkeprsoBasia NOX mayunomy coobiie-
ctBy, ¢ Tex mop NOX craji 0CHOBOIl JI/isi MHOTHX HAYYHO-UCCIEI0BATE/IbCKIX TPOEKTOB
B ocBoennu [IKC. Ocobennocrn:

e IIpenocrasisier C++ API gms OpenFlow 1.0;
e Broicrpeiii u acunxponnsiii 1/0;

e Opuentuposan Ha noc/eane Bepcun Linux guctpubyrusos (B yacraoctu, Ubuntu
11.10 u 12.04, Takxke Debian u RHEL 6);

e Bxkurouaer IIpuMeEpPbl KOMIIOHEHTOB:

— obHapyzKeHue TOMOJIOIIH;
— o0ydarouiicss KOMMYTaTOD;
— KOMMYTATOD IIMPOKOTO CIIEKTPa 33,124 (KOMMYTAIHsl, IPOCTasi MapIIpyTH3a-

st ).

POX

POX — 510 orBerBiienne or maardopmbl NOX. Ilo cBoeit cytn, 3To maardopma i
OBICTPO#l pa3pabOTKU W IPOTOTUIIHUPOBAHUS ITPOTPAMMHOIO OOECIIEUYEeHUS yIIPABICHUA
cerbio ¢ nomorpio Python. POX mnocrosuno passupaercs. OcHOBHas IeJIb ITPOEKTA —
uccaegoBarebckue 3ajgaqn. OcodeHHOCTH:

e IIpemocrasiser Python API mist OpenFlow 1.0;
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[ToBTOpHO HCTOIB3yEMbIe TIPUMEPBI KOMIIOHEHTOB (0OGHAPYKEeHIe TOMOJIOrUuH, 00y~
Jaomuiics KOMMYTaTOp U T.JI.);

Paboraer Bese, rie ycranossen Python;

e Opuenrtuposan na pabory B Linux, Mac OS u Windows;

o [lomepxkuBaer ogunakosbie nnctpyMenTsl Budyaiauzanuu u GUI, kak B NOX.
Beacon
DT0 OBICTPBIN, KPOCCILIaT(OPMEeHHBI U MOy IbHBIN KOHTposutep OpenFlow, KoTopsrit
peaJin30BaH Ha A3bIKe Java. Beacon mojiepKnBaeT MHOIOIIOTOYHYTO, a TaKzKe aCHHXPOH-
HYIO COOBITHITHYIO MOJiesib paboThl. Bout cozian B 2010 rony B yuuepcutere Cramdop/ia,

UCIIOJIB30BAJICH JIJIsi OOy YeHUs U IIPOBEJIEHUST UCCJIE/IOBAHNIT, TAKYKE MCIIOJIb30BAJICS B Ka-
gecTBe 0CHOBHI iyt miaTdopmbl Floodlight. Ocobennoctu:

e [Ipenocrasisier Java API misa OpenFlow 1.0;
e KpoccrrardopmeHHOCTD;

e Kox B Beacon mMoxkeT OBITE 3aITyIIeH /OCTAHOBJIEH /OOHOBJIEH / yCTAHOBJIEH BO BPEMsI
paboThl 6e3 TpepbiBaHus pabOThI JIPYIUX HE CBA3aHHBIX YacTeil KOJIa;

e llmeeT omuoHaIbHYIO MOJJIEPKKY I'padutdeckoro naTepdeiica.

Floodlight

Floodlight Open SDN Controller — sTro OpenFlow koHTpoOJI/IEp KOPIIOPATHBHOIO KJIac-
ca oy, urersueit Apache, manucan Ha si3bike Java. OH TOIEPXKIBAETCST COODIIECTBOM
pa3paboTINKOB, CPeJii KOTOPBIX nHzKeHeph! 13 Big Switch Networks (simaupyrormast Kom-
naHus B obs1actu pazpaborku u ucciegopannii [IKC, B e€ KomaH 1y BXOJAT pa3pabOTInKK
OpenFlow u3 Craudopickoro Yuausepcurera). OcobeHHOCTH:

e IIpemocrasisier Java API gua OpenFlow 1.0;

e [Ipearaer cucremy 3arpy3Ku MOJLyJIell, ITO YIIPOIIAET paciinpenne PyHKITMOHA-
JIa;

e JIérkas ycTaHOBKa C MUHUMYMOM 3aBUCHUMOCTEIT;

o [lomepkuBaer mMupoKuii criekKTp BUPTya bHbIX 1 pusndeckux OpenFlow xommy-
TaTOPOB;

e Moxker obpabareBarh copmeménnbie OpenFlow u ne-OpenFlow cern;

e BricoKasi MpOM3BOIUTENBHOCTD, SIBJIAETCS sIIPOM KOMMEPYECKOTO IMpOjayKTa Big
Switch Network.
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Maestro

DTO ceTeBas ONEPAIMOHHASI CUCTEMa, yIIPABJISIONIAs MPUIOKEHUSIMU KOHTPOJISI CETH.
Coznan B yausepcutere Paiica. [Ipegocrasisier nnrepdeiichl s peaan3aiuun MOy b
HBIX [IPUJIOZKEHUH yiipaB/eHus cerbio. OcobeHHOCTN]:

e lIMeeT roToBBIE MOJIYJIN IS PEASIU3AINN CETU ¢ OOYYAIOMMUMUCT KOMMYTaTOpaMn
nin Mapiipytu3aropamu Ha ocHoe OpenFlow komMmyTaTopos;

e KpoccrmardopmeHHoCTb;
e [lojyiepkKa MHOTOIIOTOYHOCTH.
Ryu

Ryu — 310 kommionerTHbIH hpeitmBopK J11st octpoenns: OpenFlow kouTposiepos. [pemo-
cTapysteT xoporro mpoaymanaoe APL aro ympormaer pa3paboTKy HOBBIX KOMIIOHEHTOB.
[ToepkuBaercs 1 akTUBHO paspabaTbiBaeTcs 3ToT dhpeiiMmBopk rpymmnoit NTT laboratori-
es OSRG. Ux nenbio gBiisiercd paspaborka oneparnuonHoii cucremsr Jjist [IIKC, koropas
Oy/leT UMeTh JIOCTATOTHOE KA9eCTBO JIJIsl UCIIOJIb30BaHNs B OOJIBIION KOPIIOPATUBHOM Cpe-
ne. OcobenHocTu:

e IIpemocrasisier Python API mist OpenFlow 1.0, 1.2 u 1.3;
e llmeeT roTOBBIE K UCIIOJIB30BAHUIO MOJIYJIN;
e Paboraer Tosibko Ha Linux-cucremax;

e IlomnepxkuBaer OpenvSwitch, 4To MO3BOJIAET UCIIOIB30BATH B BUPTYAJIBHBIX CETAX
OpenStack.

Iasiee MpuBOIATCS TECTHI TPOU3BOIUTETLHOCTH OIMCAHHBIX BbIIIe 1ratdopm. Texytmii
cranapT onenku npoussoputebuoctu Openklow koruTposutepos — 3to yruauta Chench.
Cbench smynupyer OpenFlow koMMmyTaTophl, Kaxk/Iblit 13 KOTOPhIX mocklLiaeT Packet In
coODIIEeHNe HA TECTUPYEMbIi KOHTPOJLIED.

Tector 6b11n ipoBesersl B Amazon Elastic Computer Cloud ¢ ucnonb3oBanneM 3K3eM-
wigpa Cluster Compute Eight Extra Large, koropsriit comepxkut 16 dusnueckux siaep
u3 aByx nporeccopoB Intel Xeon E5-2670, 60.5 I'6aiiT oneparuBHOl MaMsATH, UCIIOIL3YET
obpasz Ubuntu 11.10 VM 64-bit.

TecTbl TPOBOUINCH HA MPOIMYCKHYIO CIIOCOOHOCTH M JIaTeHTHOCTH. [Ipu TecTupoBanun
HPOIIYCKHON CIIOCOOHOCTH KarKJIbIii SMYJIUPYEMbIi KOMMYTATOD IOCHLIAET MHOXKECTBO
Packet In coobienmuii, HACKOJIBKO 9TO BO3MOXKHO, TaKUM 00pa30M rapaHTUPYs, YTO KOH-
TpoJLIEP Beerjia OyeT uMeTh coobinenus jijisi oopaborku. Ha Puc. 3 u Puc. 4 nokazanbr
peSyﬂbTaTbl TECTOB JJ/Id OJHOIIOTOYHOI'O U MHOI'OIIOTOYHOI'O pe)KI/IMa COOTBETCTBEHHO.

Tect na narenTHOCTH Hcnoab3yeT Cbhench, 9ToOBI SMyIMPOBATH OJIMH KOMMYTATOP, KOTO-
PBIii TOCBLIAET OJUH ITaKeT Ha KOHTPOJLIED, KJIET OTBETA, 3aTEM ITOBTOPSIET ITOT IIPOIIECC



[TKC Kax 3Tam 3BOJIONUN CETEBbIX TEXHOJJIOTHA 121

HACTOJIBKO OBICTPO, HACKOIBKO 9TO BO3MOXKHO. O0IIIee YnCI0 OTBETOB, MOy YeHHOE 34 I1e-
PUOJ, BPEMEHH, MOYKET OBITh UCIIOJIb30BaHO, 9TOOBI BHIUYUC/IUTD CPEJ/IHEE BpeMsi, KOTOPOe
3aHSJIO0 Y KOHTpoJIepa s 00pabOTKH KaxKJI0ro makera. Pe3yabraTbl TecTa MOKa3aHbI
"a Puc. 5.

Puc. 3. Tect Ha mpou3BOANTEILHOCTD B OJIHOIIOTOYHOM PEXKIME
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The authors of the article focus on the concept of a software defined network. In the
beginning, the brief historical account is given concerning software defined networks as a
scientific concept, its formation and technological and scientific meaning. The software
defined network concept is treated in the article not as the final state-of-the-art in net-
working, but rather as a possible step and direction in the development of a networking
paradigm. The article touches on pros and cons as well of the software defined networking
and gives an account of possible stages of development of this technology in the context
of other technologies, considering its hybrid with MPLS, as an example. OpenFlow
protocol constitutes the main part of the article. The authors further discuss various
kinds of existing libraries realizing programmable management routines for a software
defined network using OpenFlow. All of these libraries provide API for building mod-
ular applications for software defined network management. Touching on practical side
of implementation the results of comparative tests of throughput and latency, achieved
with these libraries are shown.
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