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ITPOI'PAMMHO-KOH®UT'YPUPYEMBIE CETHU HA BA3E ITIPOTOKOJIA OPENFLOW "
HNX XAPAKTEPUCTHUKHA

© 10. 10. Koasinenko, E. J. bBeioycoBa

B cmamve 6vin ocywecmenen 0630p nogoeo cmandapma OpenFlow, ocsewenvr eco 2nasuvie xapakmepucmuku,
00BACHEHbL NPUHYUNBI PYHKYUOHUPOBAHUS, 0OCOOEHHOCMU APXUMEKMYPbL U OMMeUeHbl NPeuMyujecmsa 00veou-
HEHHOU SKCNIYamayuu NpomoKona ¢ NpoSPAMMHO-KOHQUISYpUpyemviMu cemamu. Buliu maxoice ommeyenvl
2NasHble OOCMOUHCMEA UCHOTb30BAHUSL 8 COBPEMEHHBIX CeMAX ¢ MAKCUMANbHOU NPONYCKHOU CNOCOOHOCMbIO
becnepeboiibix U Ae2KUX 8 IKCHIyamayuu Kommymamopos npomoxoaa OpenFlow

Knroueevie cnoea: menexommyHukayuonnas cemo, npomoxon OpenFlow, nponyckuas cnocobnocms, 3a2py-
Jcennocmy kananos, kommymamopust OpenFlow

The review of new OpenFlow standard was carried out in the article, its main descriptions were revealed, prin-
ciples of functioning and features of architecture were explained and advantages of the incorporated exploita-
tion of protocol with the program-configurable networks are marked. Main advantages of the use of trouble-free
and easy in exploitation switchboards of OpenFlow protocol in modern networks with the maximal carrying ca-
pacity were also marked

Keywords: telecommunications network, OpenFlow protocol, carrying capacity, work load of channels, Open-

Flow switchboards

1. Beegenue

CoBpeMeHHOE COCTOSIHHE WH(OPMAITHOHHBIX
TEXHOJIOTHI CBSI3W HAXOJUTCS B OECIpPEPHIBHOM pa3BH-
THU, 06’B${CH$IIOL[IHMC${ YXKECTOYCHUCM 3allpOCOB K Ka-
YCCTBY Mepe€aavu U Kak CICACTBUC, K CETAM HX pCaliu-
sytomuM. C KaXKJIpIM JTHEM YHCIO IOJIb30BaTENEH BBI-
pacTaeTr Ha HECKOJIBKO JIECATKOB, @ TO M COTEH €IMHHII.
D10 TpebyeT OT OmepaTopoB HEOOXOIUMOCTH TPUHHU-
MaTh CKOpBIE PEUICHHUS 10 MacUITadMPyeMOCTH U THO-
KOCTH CETH, 4TOOBI OHa MOTJIA CIIPABIISATHCS C yBEIH-
YEeHHBIMU Harpy3KaMH W TpeIoCTaBiIsIa KaueCTBEHHBIH
CEPBUC TTOJIB30BATEIISIM.

Takum o0O0pazoM, ycTapeBmIME CETH YK€ HE
CTIPABISIOTCS C TOBBIICHHBIMH TPEOOBAHHUSAMH YCIIEII-
HOHM 3KCIUTyaTalluud U YBEJIWYEHHOM Harpy3koil. Takke
OHHU HE MOTYT MPEIOCTABUTH XKETAEMYI0 CKOPOCTh IIepe-
Ja9d ¥ HEOOXOIMMYIO MPOIYCKHYIO CIIOCOOHOCTH KaHa-
na. Kpome 3Toro ¢ kaxkapIM roJJoM 3Ha4UTEIEHO BO3pac-
TaeT B HECKOJBKO pa3 KOJHYECTBO Pa3HOOOpa3HBIX MO-
OWJIBHBIX YCTPOMCTB, JOCTYIHBIX UISl TIOJIE30BAHUS LIH-
POKHMMH CJIOSIMH HACEJICHHSI, YTO NPHUBOIUT K TOMY, YTO

KOJIMYECTBO TI0JIb30BATENCH YBEIMUNBACTCSA B TCOMETPH-
YECKOH MPOTrpeECCHH.

Kax cnezcTBue, BbIpacTaloT 00bEMbI TIepeiaBacMo-
ro 1o kaHanam Tpaguka. [Ipu sToM He ciemyeT 3a0bIBaTh,
4qToO Tpa(bm( ObIBaeT PpasiIMYHbIX BUAOB W CETh OOJDKHA
ycIeBarh CIPaBIIATHCS CO BCEMH TOJyYCHHBIMHU MTAKETaMH,
HE JIOIyCKasi UX MOTEPH, UCKaKEHHs WM OLIMOOYHOH Te-
penadu He ToMy moJjib3oBarelto. [103ToMy KOMIBIOTEpHEIE
CETH C KaXKIIbIM TOJIOM CTaHOBSITCSI Bce OoJiee CIOKHBIMH,
YTO MPUBOJAUT K YBEIMYCHHUIO 3aTPaT Ha MX MOCTPOCHUE U
9KCIUTyaTalyio. BEIXOIOM M3 TAaKOTrO ITOJIOKCHHE MOXKET
CTaTh HCIIOJIb30BAHNE MPOrPAMMHO-KOH(HUIYPHPYEMBIX
cereii (ITKC), B ocobernrocTr Texuomorun SDN.

SDN He Hyk/JaeTcsl B yBEIUYEHHH YUCIIA CETEBIX
3JIEMEHTOB WM JK€ 3aKYNOK YCOBEPIICHCTBOBAHHBIX
KOMMYTaTOpOB. DTa TEXHOJIOTHs MHpeAiaraeT peaausa-
LU0 CETeH, B OCHOBE KOTOPBIX JIEXKAT IHPOrpaMMHBIC
w1aT)OpMBbI, KOTOPHIE JIETKO aMHHUCTPUPOBATh U BHO-
CUTh KOPPEKTHBBI B YIIpaBJE€HHE oreparopaM. Takum
00pa3zoM, Npu HOCPEJHUYECTBE CIIEHAIBHO CO3/1aHHBIX
MPOTPaMMHBIX TPHIOKEHUH MOXHO 00ECIeYHTh ONTH-
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MU3aLHMI0 TPAHCIIOPTHBIX ITOTOKOB, 3((EKTUBHYIO 00pa-
0OTKy IaHHBIX, O€30MACHYIO UX Iepenady 1Mo KaHary 0e3
TIOABEPKEHHOCTH BPEIHBIM JCHCTBHAM PAa3IMYHBIX 3JI0-
YMBIIUIEHHUKOB M BUPYCHBIX IIPOIPaMM, a TaKKe co3aa-
BaThb pa3JIMYHbIe YAOOHBIE VIS [TOJIb30BAHUS JOMEHBI JUIS
notpebuTeneil. B 3Tom 6osbmryio posk UTpaeT U UCIOJb-
30BaHHE COBPEMEHHOTO U IOCTOSIHHO Pa3BHBAIOLIErocCs
nportokona OpenFlow, QpyHKINOHUPYIOLIETO COBMECTHO
¢ Tex"onorueit SDN.

2. JIutepaTypHblii 0630p

Cospemennsblii  mpotokon OpenFlow, kotopsrit
ObUT pazpaboTaH He Tak JaBHO, BCE €lIe HaXOJUTCS B
peXUMe TECTHPOBAHUS M pa3BUTHA. B pesymbrare mpo-
BEAEHHOI paboThI, OBIIM paccMOTPEHB! Pa3HOOOpa3HbIE
myOnukanuu mpu3HaHHBIX aBTOpoB [1-10]. Beur coenan
BBIBOJ, YTO A paspabaTeiBaeMoro mportokona Open-
Flow meoOxommMa BeIpabOTKa CHCTEMHOW MH(OpMAIU-
OHHOM MOJENH Tepeayl AaHHbIX, a TakKe BbIOOpa MX
npezcTapienus. [Ipu 3Tom He ObLT 0OHAPYIKEH AJITOPUTM
MOHHUTOPHHIa W 00paOOTKM NaHHBIX, HalpaBJICHHBINA
Ha COBMECTHOE (YHKIMOHHPOBAHUE IPOTPAMMHO-KOH-
¢urypupyemsix cereit ¢ kommyratopamu OpenFlow. B
CBSI3U C OTUM OBIJIO IPOBEJICHO HACTOAIIEE MCCIENA0BaA-
HHUE, KOTOpOE IOMOJXET B JaJbHEHImeM co31aTh yco-
BEPIICHCTBOBAHHBIA aJNTOPUTM MOHHUTOPHHTA COCTOSI-
HUSI KaHAJIOB C Y4ETOM BCEX HEOOXOIMMBIX IS BHICO-
KOKa4eCTBEHHOTO YIIPABICHHUSA IapaMETPOB B CETH
SDN, ¢hyHKINOHHPYIOMUX Ha 0a3e CETEBBIX yCTPOWUCTB
OpenFlow.

3. OcobeHHOCTH M NPUHIHUIBI (GYHKIMOHHPO-
BaHus TexHoJiorun OpenFlow

B ocnose IIKC nexut otkpeiTeiii B 2011 roxmy
craniapt OpenFlow, KOTOpBI ¢ TeX MOp CTPEMHUTEIBLHO
pa3BUBajcad M CTal HCIOJIb30BaThCs JIECSITKAMU CaMBIX
KPYIHBIX Kopropauuii Mupa, Hanpumep, Ciscq Oraclen
Citrix. CereBble TexHonoruu, npumMensirorue OpenFlow,
MTO3BOJISIIOT Pa3paboTYMKaM peaM30BbIBATh Ha IIPAKTHKE
COBEPIICHHO HOBBIE METOIAWKH OOpabOTKH OOIAaKOB H
YIpaBJICHUS CETEBBIMU Harpy3kamu [1].

OCOOEHHOCTh TaKOH TEXHOJOTHUH B TOM, YTO JJIsI

YIPaBJICHUSI CEThIO MOTYT OBITh HCIOJB30BaHbl CTaH-
JApTHBIE CepBepa, HO OCYIIECTBISIONINE CBOIO J1EATEINb-
HOCTb OTAEIbHO OT TaKUX CETEBBIX YCTPOMCTB, Kak
MapILIpyTU3aTOPhl WM KOMMYyTaTopsl. biaronapsa stomy
orepaTopbl MOTYT € OOJIBIIMM yIOOCTBOM U
Ka4eCTBEHHOCTBIO  NPOM3BOANUTH  KOHTPOJIb
TpaduKa, epesaBaeMoro 1o cetu. Takxke cie-
JyeT 3aMeTHTh, 4To npoTokon OpenFlow pas-
pemacT paszeNneHnue Iepeaapecanud U Mapii-
pYTH3alMM JJaHHBIX, TOTJ@ KaK IPHBBIYHBIC
MapHIpyTH3aTOPHI BEIOTHAIOT 3TH JIBE MPOIIe-
IypBl Ha OTHOM YCTpPOWCTBE. 3a yIpaBieHHEM
nepecbuikoli anHeix B OpenFlow orBeuaer
OTIEbHBIA KOHTpOsuiep. VIMEHHO no3TOMYy
ucnons3oBanne OpenFlow npusercTByercsi B
CKOPOCTHBIX CETSAX IOCJIEAHEr0 IOKOJIEHHS,
MOOMJIBHBIX TIPHJIOKEHUSIX U CETsX, TpeOyro-
IIMX BBICOKOTO YPOBHS O€30MaCHOCTH.

Jnst Havama HEOOXOAMMO OOBSCHUTH
MPUHONN  (PYHKOIMOHUPOBAHUS MapIIpyTH3a-
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LMW B CTAaHJAPTHBIX CETSAX, UCHOJIb3YIOIIMXCS €lle BO
MHOTHUX MPEANPUATHSIX U KopHopauusx. Takue ceTu
O0OBIYHO COCTOSIT W3 CIEAYIOIINX KOHCTPYKTHUBHBIX dIIe-
MEHTOB: CEPBEP, KOMIBIOTEPHl U HECKOJIBKO IPOMEXKY-
TOYHBIX YCTPOWCTB, COeIWHEHHBIX KabeneMm. IlpwHimm
JIEHCTBUS TaKUX CETEH NPENENbHO IPOCT: MAKET, MOCTY-
IIUB Ha NOPT, NEPENpaBiIeTCs K MaplIpyTU3aTopy, LIAe
IIPOUCXOJUT €r0 PacCMOTPEHUE U OTIIPABKA YXKE Ha Clle-
JIYHOIIMM MaplIpyTH3aTop, U TaK Aajiee 10 MOMEHTa II0-
JlydeHUs KOHEYHBbIM MNopToM. IIpu 3TOM Kakipld u3
MapIIpyTU3aTOPOB CTPOHUT CBOU COOCTBCHHBIC TaOJHIIBI
MapIIpyTU3alud, OOMCHHBAsACh NAaHHBIMH CO CBOUMH
cocelsIMU. BrImonHeHne TakuxX AOCTaTOYHO TPYJOEMKHUX
MpoIlecCOB TpeOyeT HAKAILIMBAHUSA OOIBIIOTO KOJIHYe-
cTBa MH(GOPMAINU |, CIIEAOBATEIHFHO, KaXKIBIH MapIIpy-
TU3aTOp JOJDKEH HMMETh JOCTaTOYHYIO MOIIHOCTH JJIst
peanmu3anyuu Takux 3amad. [Ipm 3ToM cereBoe o6opymo-
BAaHWE MMEET HE MAJIECHBKYIO CTOMMOCTb, YTO YpEBATO
3HAYUTEIBHBIMHA PACXOIAMHU IPH OpTraHU3alrd U 00CITy-
YKUBAHUM Takux ceredl. He crout 3abbIBaTh M MpO TO, 4TO
B IIOCTOSHHO DPAa3BUBAIOLIUXCS KOPIOpPALUAX pPacTeT U
cerb mnpenupustus. IlosTromy TpeOyercst MOCTOSHHAS
MOJIEPHHU3ALIMS, @ TO U 3aME€Ha KOHCTPYKTHUBHBIX 2JIEMEH-
TOB CETH, YTO MOXHO OBbLIO ObI M30EKaTh MpPU BBIOOPE
IIKC [2].

[porecc MapmpyTH3aIii B CETEBOM 000pyA0Ba-
Hun IIKC 3HayuTenbHO OTIMYAETCs OT CTaHAAPTHOM
Mapmpytuzanuu Ethernet, 94To MOXXHO yBHUAETH Ha pH-
cyake 1. Kak BuIHO W3 pHCYHKa: B KOMMYTaTropax
Ethernet mepemgaya maHHBIX W yIpaBIEHHE PEATU3YIOTCS
onHOBpeMeHHO. B Takom cimydae xontposuiep Ethernet
HE MOXET IPUHATH PELIEHUE O Neperaye MaKkeTa camo-
CTOSITEJIBHO, MO3TOMY TPEOYETCs CIIOKHAs KOH(Hrypa-
1Usl C TporrcaHreM Habopa mpaBuil 00pabOTKU U NPUO-
puteToB mepenaun wHpopMmanuu. Takue MTpOIEeayphI
IpeACKa3yeMo MPUBOJAT K IIOTEPE MPOU3BOIUTEIBHOCTH
HE TOJIFKO KOMMYTAaTOpa, HO U paboTHI ceTu B 1enmoM. K
TOMY K€ JUIA PeaNH3aliil JOMOIHUTEIBHOTO (HYHKIIHO-
HaJla MOTPEeOYIOTCS OMONHUTEIBHEIC CETEBBIC AJIEMCH-
Tbl, K NPUMEPY, JaXe s peaju3aluy IPOCTOH CBSI3U
«KOKIBIH € KaXIBIM» TMOHAZOOWTCS TNPHCOSIUHHUTH K
CTPYKTYpE CETH MapUIpyTH3aTop. JTa NpobiiemMa penu-
Jach myTeMm paspaborku TexHosoruu SDN, B KOTOpOi
YPOBEHb YINPaBJICHUS U NEPENAyYu Pa3[esICHbl, 4TO I03-
BOJISIET YJJOOHO M OBICTPO ITPOBOAWTH aMUHHCTPUPOBA-
HUE CETH.

Puc. 1. Mapmpytu3zamus B cetsix Ethernet u ITKC
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B ocHoBe TexHomoruu SDN nexxuT Habuparouuit
momryisipHOCTh  ctaHmapT OpenFlow. Ilpotokom Open-
Flow obecnieunBaeT cBsA3b MEX/y YPOBHIMHU YIPaBICHUS
B mH(ppacTtpykrype cetu SDN. Ilpu sTOM ceTh MOXeT
OBITh KaK pealn30BaHHON (M3MYECKH, TaK U BHPTYyalb-
HOM. [l storo mpotokonom OpenFlow mcmons3yercs
KOHTPOJUIEP, KOTOPBIA cOOMpaeT HHPOPMALIHIO O CETH H
ee KOMIIOHEHTax M Iocje ee 00paboTKH mepenaeT Kaxk-
JIOMY TOCJIEAYIOIIEMY MapUIpyTH3aTOpy IO 3allUILeH-
HOMY KaHaJly CBs3U Ta6J'II/IHI)I C MPUHATBIMH PCUICHUAMU.
Bnaromapst aToMy oliieraercst mporneaypa MapuipyTH3a-
UMM W TPOMCXOAWUT ONTUMH3ALMS Mepeladyn IaKeToB
JAHHBIX [3].

B cBa3m ¢ Tem, 4TO 1O NPOrpaMMHO-KOH(H-
TYPUPYEMBIM CETSIM MepeNaroTcsl MOTOKH JaHHBIX, Tao-
JWIBI KOMMYTAIIHH, TIEpeAaBacMble MKy MapLIpyTH3a-
Topamu, HasbBatoTcs FlowTable, To ects Tabmuis! mo-
TOKOB. B Tabnmmax mpoMCXOAWT aHATU3 U KIacCHU(pHUKa-
ST TOCTYMAOLINX MTAKETOB 10 PA3IMYHBIM ITapaMeTpaM.
[NakeThl IepeatoTCst K MOPTaM TPEX THUIOB: (PH3UIECKO-
MY, BUPTyaJIbHOMY WIIH pe3epBHOMY. [lopTsl miist pesep-
Ba MOT'YT XPaHUTh IaHHBIE U MPOU3BOJUTH HEPECHUIKY
KOHTPOJUIEPY WJIM K€ MPOU3BOJUTH Iepenady 0e3 mpu-
Menenus ctanaapra OpenFlow.

Crout ot™meruts, uto cranmapt OpenFlow ocy-
IIECTBIISICT HE TONBKO YIpPAaBICHHE AAHHBIMH, HO W MO-
KET TIPON3BOJUTH TaKWe NEHCTBHSA, KaK NEPENHChIBAHNE
MIaKETOB, MX OTOpachlBaHWE, 3allUTa KaHajla OT BPEIO-
HOCHOTO Tpaduka u T. A. Hamboree BaXHBIM SBIISIETCS,
KOHEYHO €, BO3MOXKHOCTh DPEaN3allMi alTrOpPUTMOB
0aJaHCHUPOBKU HAarpy3KH U KOPPEKTHPOBKH ONEPATOPOM
NPOIMYCKHOW CITOCOOHOCTH CETH, UCXO/Is U3 CBOUX HYXK]I.

Oco0eHHO yMOOHBIM SIBJSICTCS pa3jeiCHUC CETH
Ha TOTOKH, K KOTOPbIM MOTYT OBITh NPHMEHEHBI CBOU
npaBwia. Hanpumep, He 00s3aTenbHO AJIsL KaXKI0TO IMO-
TOKa MCIOJIb30BAaTh OpaHaMaydp, a JUisl MPUOPHUTETHOTO
MOTOKAa MOKHO 3a/1aTh OOJBIIYIO NMPOIMYCKHYIO CHOCO0-
HOCTh. TakuM oOpa3oM, omeparopy Jjerde W ynoOHee
BBINOJIHATE aJMIHICTPUPOBAaHUE CBOEH ceTH.

[puanmn pysxknroHupoBaHus mpoTtokona Open-
Flow cxemaTtmuecku mokasal Ha puc. 2. HamomHmM, 910
OpenFlow koMMyTaTop OTBedaeT 3a IepechUIKy Tpadu-
ka, a OpenFlow koHTpoJuIep OTBeuaeT 3a ynpaBjeHUE U
KOHTPOITb CETH.

IMporokon OpenFlow wnaeanbHO TOAXOAWT VIS
peanu3anyu B Ipeaenax ceTu ogHoi opranmsammn. [IKC
¢ OpenFlow mNO3BONSIOT MOJEPHU3UPOBATH IPOIECCHI
KOHTPOJISL U YNPABICHHUS, a TaKkKe 3HAYNTEIBHO COKpPa-
TUTH pacxolsl Ha oOcmykuBaHue. Kak yke BBIIIE roBO-
PHIIOCH, C KaKABIM T'OJOM KOJHYECTBO IIOJIB30BaTENCH
pacTeT M 4TOOBI KaXIblii MOTPEOUTEND MOT HONb30BaTh
KayeCTBEHHBIMHU U OC30IMaCHBIMH YCITyTaMH HEO00XOAUMO
COBEpLICHCTBOBATh MaplIpyTU3aTophl. BrIOpaB xe cerh
SDN, He moTpedyercsi TpaTUThCs €XKEroHO Ha YCOBep-
IIEHCTBOBAHUE CETEBOI0 OOOPYIOBAaHMS MM 3aKyIKY
HOBBIX CETEBBIX JIEMEHTOB.

4. IIpuauune! padotsl TexHosornu OpenFlow

Kak m3BecTHO, mpuHIMI pabOTHI MCIOIB3YEMbIX
Ha JIaHHBIH MOMEHT MapUIpyTH3aTOPOB U KOMMYTaTOPOB
Gasmpyercs Ha Tabxunax moTokoB. [Ipotokon OpenFlow
MOJKET PEaM30BbIBATH IOJHBIA Ha0Op MOTOKOBHIX Tab-
JIML, KOTOPBIE TOAXOAAT Ul KOMMYTAaTOPOB M MapIIpy-
THU3aTOPOB PAa3MYHBIX Tpou3Boaureneii. Takum obOpa-
30M, OIEpaTop CETH CMOXKET JIETKO HACHTH(UIMPOBATH
nepeiaBaeMble JJaHHBIE, a TaK)Ke KOHTPOJIMPOBATH IPO-
XOXJeHne Tpaduka yepe3 cereBoe obopymosanue. [Ipn
9TOM B CETEBBIX YCTPOHCTBaX MOXHO 3a]laBaTh HE00XO-
JIMMBIE TIapaMeTphl, HalpuMep, 3arpy3Ky KaHaua.

Crnenyer 3aMeTuTh, YTO HE OOs3aTENBHO IOJIHO-
CTBIO MEHSTH CETeBOE O00OpYyIOBaHHE B OpTaHH3ALUH,
4yTO motpedyer 3arpar. byner 70cTaTodHO B yXe HMETO-
muecss KOHTPOJUIEPBl M MapIIpyTHU3aTOphl 100aBHTh
npotokosn OpenFlow. Braromaps takoit moan¢ukarm
ceTeBble yCTpoicTBa OynyT (DyHKIMOHHPOBAThH 1O HO-
BbIM aJIrOpUTMaM, U NOAACPKHUBATH Ta6J'II/ILILI IIOTOKOB
OpenFlow.

PaccMoTpum, U3 Yero ckiaapIBaeTCs CaMblid TPo-
CTOM KOMMYTAaTop, MoJepxKuBarouuii nporokon Open-
Flow. OH cocTtouT M3 TaOIMIBl MOTOKOB, B KOTOPOH
MIPOTIMCAHBI AEHCTBUS JUIsl 00pabOTKN pa3MYHBIX MOTO-
KOB, 3alMIICHHOTO KaHajla /Ul Tepeadn ITakeTOB MEeX-
JIy CETeBBIMH YCTPOHCTBaMH, U COOCTBEHHO ITPOTOKOJIA
OpenFlow, koTopelii HEOOXOMUM IS pean3aluh OT-
KPBITOTO KaHala B3aMMOJCHCTBHSA MEXKAYy KOMMYTATO-
poM u KoHTpoiuiepoM. KoMmyTatopsl ¢ moaaep:Kkon
OpenFlow peanu3yroT Takue HEOOXOMUMbIC (DYHKIHH
Kak nepeaada MnmakeToB K yYKa3aHHOMY IIOPTY WM HCIIOJIb-
30BaHME MapUIPYTH3ALMH, NTepeaada MaKeToB 110 KaHay

OpenFlowkommyTatop —OpenFlownportokonr— OpenFlowkonTpostep

C HCIIOJIB30BAHMECM HHKAICYJIHUPO-
BaHU, a TAKXKC MNpU HeO6XOZ[I/IMO-
CTH 0T6paCI)IBaHI/IG ImaKeTa, KOTO-
PpbI€ MOKET HAHCECTH BpEHA CCTHU
(HaHHLIC OT HCHPOBCPCHHBLIX XO-

FlowTable
MMaKeThI f— MaKEeThl—
VYerpo N
" p VYerpoit YCTPO
HUCTBO 2 HUCTBO
CTBO
1 3

Puc. 2. [Ipuannn gysKnpornpoBanus nporokona OpenFlow

CTOB WM COJICpPKAHUE BHUPYC-
HBIC aTaKH).

IMopt OpenFlow npencras-
nseT coboit ceTeBoil MHTEpETic,
HEOOXOAMMBIHA [T TMepemadn Ima-
KETOB MO CeTH C 00paboTkoit
OpenFlow. Mapuipytusarop Tuma
OpenFlow monuepxuBaeTr Tpu
THIIa IOPTOB KakK I[OKa3aHO Ha
puc. 3 [4].
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OpenFlowmapuipytusatop

— TIOJISL JUIs1 MHCTPYKLIHIA;

— IOJISA JUTS1 BDEMEHHBIX METOK.

Kaxk yxe roBOpWJIOCH BBIIIE, MapLipy-
tuzatopsl OpenFlow moryt paboratb B ce-
TSX, HE NpeJHA3HAYEHHBIX C CaMoro Hadasia
(YHKIMOHHPOBaHHSA AJIst pabOTHI CO CTaHAAp-
toM OpenFlow. Jlns sToro paspaboTuukamu
ObUTM CO3/1aHBI KaK CTaHAapTHBIE MapIIPUTH-

Physical port
OpenFlow
(busznueckmii)

Logical port
OpenFlow
(sIoruyeckmin)

Reserved port
OpenFlow
(a1 pesepBa)

3aropel OpenFlow, Tak U crenuaIn3upoOBaH-
Hble TUOpHIHbIe. [MOpHIHBIE YCTpOWCTBA
MOTYT BBINOJIHATH CBOM (DYHKIIMH 10 oOecIe-
YEHHUI0 KaueCTBEHHOW Iepenadd JaHHBIX MO

Puc. 3. Bugsl nopToB, noanepxkuBaembie mporokosioM OpenFlow

Ousnueckuit nopt OpenFlow — 310, MO cyTH, UH-
Tepdeiic, BeMoNHAIOMMNA B cetd ¢(yHKuuu hardware.
Jlornueckmii mopt OpenFlow ncnomesyercst mist 106aB-
JICHUSI K 3aTOJIOBKY MTAaKeTa JOTIOJHUTENBHO Mot Tunnel-
ID ¢ panpHeimed nepecbUIKOM Ha KOHTPOJUIEP CETH.
[opt OpenFlow mms pesepBa BBITOTHAET HECKOJIBKO
3a7a4, HalpuIMep, MOXKET TyOINpOBATh MAKETHI C IPYTUX
MIOPTOB MJIM HEPENPaBILITh MAKETHl B IPYTYI0 TaOIHIy
OpenFlow.

Cnenyer 3ametuTh, uTo Tabaumma OpenFlow co-
CTOUT U3 CIEAYIOIIMX MOJIEeH:

— T0JIsl CPAaBHEHUS;

— TI0JISI IPHOPHUTETA;

— TIOJISL JUTSL CUETUHKOB,;

cetn kak nocpexactsoM Ethernet mapmipyTtu-
3allid, TaK W C TOJAEPKKOH IPOTOKOIA
OpenFlow. DTo mocturaercss 3a CUeT TOTO,
YTO CTaHJApPTHBIE MApLIPYTU3aTOPHI OCHAIIAIOTCS MeXa-
HU3MOM s 00pabOTKM MaHHBIX 10 KOHBEHepy
OpenFlow.

Kongeitep OpenFlow mpencrasnser coboif HeKoe
MHOXeCTBO flow-Ta0nuI, pacCYMTaHHBIX HA HEKOE MHO-
xectBo flow-3amuceit. B atux flow-Tabaumnax mpoucxo-
JUT 00pabOoTKa MOCTYNMHBIIETO B CETh ITAKETa, M BBINOJ-
HSIOTCSI HHCTPYKIIUHU, IPONIUCAHHBIE OnepaTopoM [5].

Jna xontpons u ynpasienus IIKC ucnons3yror-
Csl CHenMalM3UpPOBaHHBIE OMONMMOTEKH, B KOTOPHIX CO-
Jiep>KaTcs KOABI TSl CO3TaHusl MOIYJBHBIX TPHII0KEHUH
W HACTPOWKH CETEBHIX YCTpoucTB. B Tabn. 1 mpuBeneHs
Hanbosee MOIyJSPHBIE W3 TaKUMX OMOIMOTEK A KOH-
tpomiepoB OpenFlow.

Tabmnumna 1

bubmmorexu kouTposiepo OpenFlow

Paspa6orana komnanueii Nicira Networks pa6oraer #a nporpammuom si3eike C++,

NOX

UCIIOJIB3YETCsl AJIs CO3JlaHus puiokeHus aist ynpasienust [IKC
Beacon PaspaboTan yueHbIME CTOH(POPCKOTO YHHUBEPCUTETA, Pab0OTACT Ha sI3bIKE Java,

MOMOTAET MPOU3BOIMTh MHOTOIIOTOYHOE 1 ACHHXPOHHOE YIIPABJICHUE CEThIO
Paspaboran rpynmoii NTT laboratories OSRGab6oraer Ha s3sike Python, nc-

Ryu MONB3YETCS IS PeaATU3aliK 3alIUIICHHBIX M XOPOIIO YIIPABIAEMbIX KOPIIOPATHB-
HBIX ceTeil
PaspaboTaH npu coJeHCTBIM YUCHBIX CTIH(OPICKOTr0 YHHBEpCHTETa, paboTaeT Ha

Floodlight 6aze s13b1Ka Java, momoraet peanu3oBbiBaTh [IKC BBICOKOH MPON3BOIUTEIFHOCTH, a

TAaKXC MOXCT q)yHKIII/IOHI/IpOBaTI) C COBMCIICHHBIMU CCTAMMA

OpenDaylight

Paspabotan npu nmoanepskke pazpadorunkos Linux Foundation, paGotaer Ha 0a3e
A3bIKa Java, HCIIOIBb3yeTcs B EPCIICKTUBHBIX CETSX, Te TpeOyeTcs MakCHMalIbHas
OTKa30yCTOHYHMBOCTD U OATaHCHUPOBKA HArPY3KH, YTO JOCTUraeTcs 3a CUET pa3Bep-
ThIBaHMs KoHTposuiepa OpenFlow Ha HECKOIBKHX cepBepax

W3 mnepeyucacHHbIX OHOIMOTEK KOHTPOJIICPOB
OpenFlow Haubonee MOMyJISIPHOH U MOCTOSHHO Pa3BH-
Baroreiics sisiercst OpenDaylight 3to nerko 06bsicHs-
€Tcsl €€ HECOMHEHHBIMH MPEHMYIIECTBAMHU: BO3MOXK-
HOCTb (DYHKIIMOHHPOBATH BE3JIE, I'/I€ UCIIONIB3YETCS SI3BIK
Java, oOmamaer Breuatssfomied MOIYJNBHOCTBIO, TOA-
nepxxusas u API, u OSCI.

5. JloctouHcTBa BBIOOpaA
OpenFlow nas nocrpoenns IIKC

OtMmeTruM Hambosee 3HAYMMBIC AJIsl pa3paboTyu-
KOB CETe M KOHTPOJMPYIOIIMX HMX ONEepaTopoB, IIpe-
HMYIIECTBA HCIOIb30BaHus ipoTokona OpenFlow:

1.TIpocrora 3KcIuTyaTanuy, yNpaBiICHUS M KOH-
TPOJIS CETSAMU;

KOMMYTaTOpOB
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2. BO3MOXHOCTh KaK PY4HOTO, TaK M IPOrpaMM-
HOT'0 yIIPaBJICHUS IIPU IIOMOILH OIIEPATOPOB CETH;

3. BbIcokasi Mpon3BOIUTENBHOCTD CETH, €€ (DYHKIIH-
OHAJILHOCTh, MacIITaOMPYyEMOCTh M OTKA30yCTOHYHBOCTH;

4. O6nerycHue pabOTHl aIMUHHUCTPATOPA TPHU BO3-
pacTaHUU Ka4eCTBCHHOCTH PaOOThI M OE30ITACHOCTH CETH;

5. BO3MOXHOCTh BHECEHHUSI KOPPEKTUB M M3MEHE-
HUHA B (YHKIHMOHAIBHBIE BOBMOXXHOCTH CETH, NPH 3TOM
BHECCHHBIC KOPPEKTUBBI OYAyT AOCTYIHBI Ha PA3IUYHBIX
mwratpopmMax 0e3 HE0OXOAMMOCTH WX pealn3aludl Ha
KaX10# miaTdopMe 3aHOBO;

6. YueT CymecTBYIOINX OCOOCHHOCTEH W IpH-
JIOKCHHH CETH,

7.3a cyeT BUPTyaIM3aLUH TPOIEAYP YIPaBICHHUA
CETHIO CHWKAIOTCSI PACXOJIbl Ha MX MOCTPOSHHE M KOHTPOJIb;
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8. BO3MOKHOCTh CO31aHMsI TYHHENS MEXAy XO-
CTaM¥ BUPTYAIbHBIX MAIIMH JUIS UHKANCYJSAUKA Tpadu-
Ka CeTH;

9.Ilyrem 3epkanmpoBaHus TpaduKa OIrepaTop Mo-
JKET OBICTPO BBISIBUTH CHCTEMbI BTOPXKEHHS B CUCTEMY;

10. Bo3MOXHOCTh HAacTpauBaTh CETh 1O Tpedye-
MBIM OIIEPATOPy MapameTpaM, Hampumep, MOXHO orpa-
HUYUTh TPOIMYCKHYIO CIIOCOOHOCTh WM YCTaHOBHTH
MaKCHMAaJIbHYIO CKOPOCTbh Mepelauy MaKeTOB M0 KaHaJy.

6. JlaibHelilide NyTH pPa3BUTHS CTaHAapTa
OpenFlow u ceteii SDN

Opnna u3 HanboJsee NOMYISIPHBIX MW MO pa3BH-
tuio cerell SDN 3akmrouaercs B OCYIIECTBICHUN BUPTY-
aNn3anum, 9T00Bl JOOUTHCS MaKCUMAIBHOTO (P PEKTHB-
HOTO IIPUMEHEHUS Ha IPaKTHKE CETEBBIX pecypcoB. Bup-
Tyanu3alys B JAaHHOM CIydae 3aKII04YaeTcsl B U30IUPO-
BaHWHU CETEBOT0 TpaduKa, TaK YTOOBI OBUIO BO3MOXKHO
MIPOBEJCHNE MYJIbTHIIEKCHPOBAHUS HECKOJIBKHX IOTO-
KOB ITaKETOB, UMEIOIINX Pa3JInYHbIe TAPAMETPHI, B €IH-
HOM JIOTUYECKOU CETH.

Wnes BupTyannsanuy OCHOBaHAa Ha CIEAYIOIIUX
HECOMHEHHBIX IPEHMYIIeCTBax, KOTOpble OyIyT DOCTUT-
HYTBHI B pe3yJIbTaTe €€ YCIEUIHOW pealn3ainu:

1. YBennuenne 3()(HEeKTHBHOCTH pacIpeaeIeHus
CETEBBIX PECYPCOB;

2. JlocTrXeHHe MaKCHMAaJIbHO BO3MOXKHOM cOa-
JTAHCUPOBAHHOCTHU HATPY3KH;

3. Bo3MOXXHOCTb pa3ienuTh pa3inudHble IOTOKH 1
3amaTh WM WHAWBUAyalbHBIE MpaBHia 0OpabOTKH H
ympaeieHus TpaUKOB B paMKax €IWHOMN CeTH;

4. B03MOXXHOCTb OIepaTopamM B 3aBUCHMOCTH OT
NOCTABJICHHBIX 1IeJIel 3a/1aBaTh HEOOXOIUMbIC 3HAUCHUS
MapamMeTpoB M XapaKTEPHCTHKH, YTO CJHENIaeT aMUHH-
CTPHPOBAaHHE MAKCUMAJIBHO YJJOOHBIM M IPOCTHIM;

5.1lpu HEOOXOIMMOCTH MOXKHO OYIET TECTUPO-
BaTh BCE HOBOBBEICHUS B paMKax CYIIECTBYIOUIEH (u-
3UYECKOW CeTH MJIsl BHECEHHUS KOPPEKTHPOBOK TMepen
MIPUMEHEHHUEM HX Ha MPAKTHKE;

Bo3mMoXHOCTH BBIOOPA M MCHONB30BaHUSA TOIBKO
KOHKPETHBIX IPUIOKCHNUH, HEOOXOAUMBIX AJISI MOJAEP-
KaHWs MOTHOTO (PyHKIMOHama ceTH [6—8].

JanpHedmme myTu pa3BuTHs nportokoina Open-
Flow Tarxke HampaBjeHbl Ha CO3JaHUE YAOOHBIX ISt
MOJIb30BAaHHUSI M PETYJIMPOBAHMS BHUPTYaJbHBIX CETEH.
[Ipu stom KoH(UTypHpOBaHHE pecypcoB OyAeT ocy-
LIECTBIISITHCS. aBTOMAaTHYECKU. AJIMUHHACTPATOP CMOXET
YIIPaBISITh BCEMH CEPBEPAMH, XPAHMIHIIAMU U CETEBBIM
000py/I0OBaHUEM JIMIIb Yepe3 B3aUMOJIeHcTBHE ¢ 00au-
HOM CTPYKTYpOH. DTO JacT CIIEAyIOIINe NPEUMYIIECTBa:

1. BosmoxHOCTh padoter ¢ ceramu co 100 % 3a-
IpYy3KOH, 4TOOBI HE NMPOCTAWBAIM KaHAJbI, M OpraHHU3a-
LUsT HE Teprena yObITKHY;

2. AIMUHHCTPATOPBl UMEIOT BO3MOXKHOCTh CKPBITh
(U3MUECKYIO TOIIOJIOTHIO CBOCH CETH;

3. BupryanbHble ceTH MOXHO CO31aBaTh, yha-
JISITh, HACTPAWBATh U YNPABIISATh, HE 3aTparuBas IpyrHe
BUPTYaJIbHBIE CETH;

4. Bce npouecckl OyayT MacuTaOUpOBaHbl U aB-
TOMaTH3UPOBAHBI;

5. B npouecce nCob30BaHUsI CETH aIMHUHUCTPA-
TOP CMOXET BHOCHTb KOPPEKTUPOBKH HE TOJBKO B

HACTPOWKH CETEeBOro 00OpYJOBaHMS, HO U B OOIIYIO TO-
TIOJIOTHIO CETH.

Taxoke i >¢pGeKTHBHON pabOTHl ceTH Ha 0ase
npotokona OpenFlow >kayT cBoero pasperieHus: Takue
3a/1a4d, Kak pa3paboTka ObICTPOAEHCTBYIONINX KOHTPOJI-
JIepoB, MTHOBEHHO NMPHUHHUMAIOIINX PEIICHHE B COOTBET-
CTBHUHM C 33/IaHHBIMH QJITOPUTMAaMH, a €Ile pacCMOTPEHHE
HEKOTOPBIX apXUTEKTYPHBIX BOIIPOCOB, Hampumep, o0
3 QEKTUBHOCTU MPOBEICHHS PE3EPBUPOBAHUSI KOHTPOII-
nepos [9, 10].

7. Pe3yabTaThl HCCJIEAOBAHUS

Cetu SDN sBISIOTCS «UHTEIUIEKTYaIbHBIMU» U
HUMEIOT TTONCTHUHE HEOTPaHWUYCHHEIC PECYpCHI IS Pa3BU-
THS, MOACPHHU3ALNN M PACIIUPEHIS CBOETO (PYHKITMOHA-
7ma. AJMHHHCTPATOPBl TaKWX CETeH CMOTYT IpenocTa-
BUTH CBOUM IIOJIb30BATENsIM KaueCTBEHHYIO M Oe3oriac-
HyI0 mepenady Tpaduka ¢ XOpOIIeHd MPOMyCKHOH CIIo-
COOHOCTBIO.

IIpu 3TOM Ha pBIHKE YCIYT yXKe ceifuac Habmoa-
eTcsl IIMPOKOE pa3zHooOpashe CEeTeBOro 00OpyIOBaHMUS,
noiaepkuBatoniero nporokon OpenFlow, kak mis opra-
HHU3aUuK OECIIPOBOAHBIX CETeH, TaK W MPOBOJIHBIX B 3a-
BUCHMOCTH OT HYKJ IOTpEOUTEISL.

PesynbraTel mccieqoBaHUS MOKa3ald, YTO WC-
MOJTF30BaHNUE TPOTPAMMHO-KOH(PHUTYPHPYEMBIX CETeH ¢
npotokoiom OpenFlow sBisieTcs COBpeMEHHEBIM, aKTy-
AITBHBIM U TIEPCIIEKTUBHBIM pEIIeHHEeM Borpoca 00 -
(heKTUBHOCTH W TPOU3BOAUTENHFHOCTH CYIIECTBYIOIINX
ceTeil. B cBs13u ¢ 3THM B JanpHeHeM OyaeT pacCMOTPeH
BOTIPOC O CO3JJaHUU YCOBEPIICHCTBOBAHHOTO aJITOPUTMa
MOHUTOPHHIA COCTOSTHUS KaHaloB B ceTn SDN, QyHKim-
OHHPYIOIIMX Ha 0a3e ceTeBbIX ycrpoiictB OpenFlow.

8. BeiBoabI

B Omwxaiitme rofpl 0XKUAAeTCsl NepeKpanBaHue
CETEBOTI0 PHIHKA, OCHOBOW KOTOPOTO CTaHYT HPOIpaMM-
HO-KOH(UTYpHUpyeMble ceTH. B cBs3M ¢ 3TUM ciexyer
ocoboe BHMMaHHME 00paTHTh Ha mpotokon OpenFlow,
KOTOpBI TIOMOXET B HPOEKTHPOBAHWH, YIPABICHUH,
pa3paboTtke U paboTe HOBBIX ceTell. Takoi moaxoxa mo3-
BOJIUT HE TOJIbKO CIIPaBUThCS C YBEIMYHMBAIOIIUMHUCS
Harpy3kamy Ha CeTH, HO W He 3aBBIIIATh TapU(bI HA UX
MOJIb30BaHKe, 4TOObI He moTepsars norpeduteneid. [TKC
Ha 0aze OpenFlow MO3BONAT MPEJIOKHUTH MOJIB30BATE-
JSIM BBICOKHH YpOBEHb OecriepeOoiHOro M yJ00HOTO
o0cIyKMBaHUA 110 TOCTYHBIM Tapudam. [Tpu aTtom 3Ha-
YHUTEJIHFHO OOJIETYNThCA paboTa omepaTtopa, a nepedon B
ceTsax OyayT CBeJIeHbl K MUHUMYMY .

B Oynymem cetn Ha 6aze mportokona OpenFlow
OymyT BOCTpeOOBaHBI B KOPIOPATUBHBIX CETSAX U CETAX
HOA. Benp nmenHo B HUX OyneT HaOMOOaTbcs HAMOO-
Jee 3aMeTHBIN sKoHOMmYeckuit dext. Taxxke Open-
Flow MoxeT ObITh HMCHONB30BaH B CETSAX ONEPaTOPOB
CBSI3W, HO JUIsl 9TOTO TOHAJ00UTCS MOJCPHU3AIMS WU
K€ 3aMEHa CeTeBOro oOOpyIOBaHHMS, KOTOpas, TeM He
MeHee, ObICTPO OKYNHUTCS. 3aMEeTHM, 4TO 10 IPOBEICH-
HBIM paHee TectupoBaHusiM ceth SDN MoxxHO ¢ yBepeH-
HOCTh YTBEP)KAaTh, YTO BHIOOP TaKOW TEXHOJOIWH MO3-
BOJIUT KOMITAHHSIM U TTOBBICUTH 3()(h)EKTHBHOCTH CETEBBIX
ycTpoicTB npuMepHo Ha 30 % M HACTOJIBKO K€ MOHHU-
3UTH 3aTPATHI.
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MPOLIECCA

© M. U. Bacuisbes, U. B. Ilurtak, B. I1. Illanopes

B 0annoii pabome paccmompernvl 8onpochl npouzsoOCmMea U NPUMEHEHUs. COeOUHEHUl MA2HUA, 6 MUpPOBol
npakmuke, u Ha Ykpaune. [Ipusedensvi pe3yiomamvl KOMIIEKCHO20 UCCIEO08ANUS MEOPEMULECKUX ACNEKMO8
APOU3B0OCIBA, BO3MONCHOCIU NOBLIUIEHUS CIMENEHU U36NIeUeHUs. CONel MACHUS, YUCTOMbL NPOOYKMOE UMEIO-
Wuxcs npou3eoo0Ccms, U NEPCneKmubl UCHONb30BAHUS 8 KAuecmee Cbipbegoll Da3bl WIAMO8 PACCONO0UUCTIKU
AMMUAYHO-CO008020 NPOU3BOOCEA NO OUKapboHamuomy cnocoby. Paspabomana npunyunuaivras annapam-
HO-MEXHON02UHECKA CXeMa npoyecca nepepadbomxy CyCHeH3ul WaaMa paccoioouucmKy Ha TUKEUOHble Npo-

OyKmMbl, NpUedeHsl pe3yibmamsl ONbImMo8
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