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METOIUKA OITEPATUBHOTI'O IIOCTPOEHMAI,
MO/UPUKALINU U AHAJIN3A JTJEPEBBEB ATAK

Yeyynun A.A. MeToaMKa onepaTHBHOIO NOCTPOeHHs, MOAU(DHKALIMY M AHAIN3A /lepeBbeB
aTak.

AHHoTauus. [IpuMeHeHne METOJUK MOJIETIMPOBAHUS CETEBBIX aTaK SBJIAETCS NEPCIIEKTUBHBIM
HaIpaBJeHHEM B 00J1acTH 3aluThl HH(GOpMaLuu. B ctaThe paccmatpuBaeTcs NOAXOA K aHAJH-
TUYECKOMY MOJICITUPOBAHMIO CETEBBIX aTak Ha OCHOBE JepeBbeB aTtak. HoBu3Ha npeamaraemMoit
METO/IMKH 3aKJII0YAeTCsl B BO3BMOXKHOCTH €€ MIPUMEHEHHUS B CHCTEMaXx, paboTAIOIINX B PEXKUME
OJIM3KOM K peallbHOMY BPEMEHH. B craThe paccMOTpEHBI OCHOBHBIE MOJEIHU MPEAMETHON 00-
JIACTH Y 3JIEMEHTHI ITOPUTMOB ()OPMHUPOBAHUS U MOJU(PUKAIIMU JEPEBLEB aTAK.

KiroueBble cjI0Ba. /1epeBbs aTak. aHAIM3 3aIlUIIEHHOCTU. MOJEIb KOMIIbIOTEPHOH CeTH:
HapyIINUTENs U aTaKyIOMUX JeHCTBUIL.

Chechulin A.A. Technique of rapid construction, modification and analysis of attack trees.

Abstract. Application of modeling techniques of network attacks is a promising task in infor-
mation security. This paper describes an approach to analytical modeling of network-based
attacks trees. The novelty of the proposed method lays in the possibility of its application for
systems operating in near real time mode. The paper describes the main domain models and
algorithms of attack trees construction and modification.
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1. Beeaenue. OGecnieuenue 6e30mMacHOCTH HHDOPMAIIMH KOMITBIOTEP-
HBIX CETed B HACTOSIIIEE BPEMs SIBISICTCS OJHOW M3 IMPHOPUTETHBIX 3ajad,
pelaeMbIX OpraHaMu TOCYIapCTBEHHOTO, PErHOHAIBLHOTO W MECTHOTO
YIPaBICHUS] BO BCEX PAa3BHUTHIX TOCYIAPCTBaX MHpPA. 3HAYMMOCTh PEIICHHS
JTAHHOU 3aJa4i 00YCIJIOBJICHA CYILIECTBEHHBIM BIMSHHEM, KOTOPOE YKa3bl-
BAaIOT pe3yJIbTaThl €€ PEICHUS B LEIOM Ha HALMOHAJIbHYIO 0€30MacHOCTh
cTpansl [1].

3amuTa WHGOPMAIUU B KOMIBIOTEPHBIX CETSX 00JalaeT HECOMHEH-
HOW crienu(uKoi, 00YCIOBICHHON Kak pa3HOOOpa3ueM yrpo3 0e30macHo-
¢t HHOPMAIINH, TaK U IHUPOTOM TPeOOBAHUH, IPEABABIAEMBIX K YPOBHIO
6e3omacuoctu uHpopmanuu. K unciy yrpo3 6e3onacHocTH HHYOPMAIHH B
KOMITBIOTEPHBIX CETAX MOYKHO OTHECTU KaK YIPO3bI CO CTOPOHBI BPEIOHOC-
HBIX MPOTPAaMM U HEOMBITHBIX IMOJb30BaTeIel, TaK M IeJeHANPaBICHHbIC
aTakd CO CTOPOHBI MOJTOTOBICHHBIX 3JI0YMBIIUICHHUKOB, KOTOPbIE MOTYT
HUMETh MOJIEPIKKY CO CTOPOHBI BHEITHUX FOCYIaPCTBEHHBIX OPTaHU3AIIHIA.

[IpuMeHeHHe TPaJAWIMOHHBIX CPEJICTB M CHUCTEM 3aIlUThl UH(pOpMA-
L[MHM, OCHOBAaHHBIX Ha aHallM3e COOBITHI OE30MacHOCTH Ui 3aIlUThl WH-
(dbopManuu B KOMITBIOTEPHBIX CETSIX, B CHJIY CIIEU(UKN YyrpO3 U MOBBIILICH-
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HBIX TpeOoBaHWK 0€30macHOCTH HHQPOPMAIUHU SIBISIETCS HEI0CTATOYHBIM
[1-3]. OnHuM U3 aKkTyalbHBIX HAaIPaBJIEHHH PEIEHHs 3TOM MPOOJIEMBI SB-
JISETCS COBEPIICHCTBOBAHHME CEPBHCOB 3aIIUTHl MH(OPMAINH, B TIEPBYIO
odepenb, CEpBHUCOB, KOTOPBIE OCYIIECTBIIIIOT WHTETPAIBHYIO OICHKY CO-
CTOSIHUS CETH, YIPABJICHNE 3alIUTON M aJanTaIiio NOJUTHK 0€30IacHOCTH
1 KOMITOHEHTOB CHUCTEMBI 3aIlIUTHl HHPOPMALIIH.

XO0TsI B CYIIECTBYIONINX paboTaxX 3ajada MOCTPOCHUS U aHalu3a Jepe-
BbCB aTaK B JIOCTATOYHOW CTEIICHM HCCIIEJOBaHA, MPOOJeMa MOBBIICHUS
3¢ (GEKTUBHOCTH 3TUX MCEXaHU3MOB M BO3MOXKHOCTH WX aBTOMATHYCCKOU
paboTHI B paMKaX CHCTEM 3aIUThl HH()OPMAIH B COOTBETCTBUH C TCKYIICH
ceTeBOi 00CTaHOBKOH, OCTAETCsl HE JI0 KOHIIA PEIICHHOM.

Takum oOpa3oM, 3a/1a4a UCCIICTOBAHHS 3aKIFOYACTCS B pa3padoTKe:

1. moneneit mpemMeTHOW 00JACTH, a UIMEHHO. CETH, aTak, YA3BHMO-
CTe, HapyIINTENS U IePEBbEB aTaK;

2. ajropuTMOB OIEPATHBHOTO MOCTPOCHMUS, MOAN(DHUKALIUKN U aHATH3a
JIepEBBEB aTaK;

3. METOIMKU OIEepaTHBHON OLEHKH 3allUIIEHHOCTH KOMIIBIOTEPHOM
CeTH Ha OCHOBE aHAJIN3a JICPEBBHEB aTak.

Peanm3anus nDaHHOW METOMUKHM B CHUCTEMaxX MOJCIHPOBAHUS aTak
JIOJDKHA TI03BOJIATH HE TOJIFKO IOBBIIIATE YPOBECHB 3alUIICHHOCTH CETH, HO
U YIOBICTBOPATH BCEM HE(QYHKIIMOHATBHBIM TPEOOBAHUAM, TAaKUM Kak
CBOEBPEMEHHOCTH, 000CHOBAHHOCTB M PECYPCONIOTPEOIICHHE.

2. AHaiIM3 COBpeMEHHOi JuTepatypbl. Bo MHOrmx paborax pac-
CMaTpPUBAIOTCS PA3NWYHBIC MOAXOABI K MOICTHUPOBAHMIO aTaK C Y4ETOM
Pa3NMYHBIX KJIACCOB aTak. B maHHOM paszmene OyaeT KpaTKO MpOaHaIH3H-
pOBaHO TEKyIllee COCTOSIHUE HCCIIEMOBaHWi B ciiemyromux obiactsx: (1)
oToOpaXkeHus clieHapueB aTak; (2) 3I0yMBINLIEHHUKOB, (3) crerudukamu
mIaTgopM, YA3BUMOCTEH, OIEHOK YI3BHMOCTEH, arak, KOH(MUTyparui u
BO3MOXKHEIX KOHTpMED; (4) reneparuu rpad)oB aTax.

B nmanHOM paszerne W3 BCEro MHOXKECTBA CYIIECTBYIONIMX padoT mpo-
aHAITM3UPOBAHEI TOJILKO OCHOBHBIC, BBUIY OTPAHUYCHUH 110 00bEMY Te3Hca.

B [2] npemnoxkena Mol BTOPIKEHHUI HA OCHOBE PaCKpAIICHHBIX Ce-
teit [lerpu. Kaxxmgas curaatypa BTOpIKEHHS BBIpaXKAeTCs Kak IAOJOH, KO-
TOPBIA 0TOOPaKACT OTHOIICHHE MEXKYy COOBITUSIMH U UX KOHTeKcTOM. O060-
3HAYCHUS HAYaJhbHOTO U KOHCYHOTO COCTOSHHM W ITyTH MEXIY HAUMH OIpe-
NeNAIoT Habop mocnemoBaTenbHOCTEH coObITHiA. [I[abIOHBI BTOpIKEHMI
HUMEIOT MPEIIECTBYIONINE YCIOBHUS U MOCIEAYIONe NeCTBUSA, CBI3aHHBIC
C HAMH.

B [3] 6bu1a paspaboTaHa METOAMKA aHAIKM3a IIEPEXOA COCTOSHUN IS
MOJIETMPOBAHMS BTOPKCHNH, OCHOBAHHBIX Ha XOCTaX. OJTa CTaThs OIHCHI-
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BaeT KOMIIBPIOTEPHOE BTOP)KCHHE KaK IMOCIENOBAaTEIBHOCT NIEHCTBUMN, BBI-
MTOJTHAEMBIX aTaKyIOUTUM JUISI KOMIIPOMETAIMN 0e30IacHOCTH KOMITBIOTEp-
HOW CHCTEMBI. ATaK{ ONHCBHIBAIOTCS C TIOMOIIBIO JHarpaMM Iepexona co-
crostauii. Omnmcanne araku HMeeT ‘Oe3omacHoe” HMCXOMTHOE COCTOSIHHE,
HOJIb WJIM OOJIbIIE MEPEXOJHBIX COCTOSHUU, W (0 KpaliHeH Mepe) OIHO
“ ckoMmIpoMeTHpoBaHHOE” KOHEYHOEe cOCTOsiHHUE. COCTOSIHUS XapaKTepu3y-
FOTCS 3HAYCHUSMH YTBEPKACHUH, OMHMCHIBAIONINX ACIIEKThI COCTOSIHHS 0€3-
omacHoctd (BraaeHue (Gaiiiom, UASHTU(GUKALNS TOJIH30BATENs, aBTOPH3a-
IHSI [IOJTE30BATENS).

IMoxxox X MOICIUPOBAHUIO BTOPKEHHI B TOCIEAOBATCIFHOW W Ta-
pautensHON Gopmax ObuT mpeanokeH B [4]. Dta craThs mpeiaraet ajiro-
PUTM IO TPEOOPA30BAHUIO IOCICIOBATECIBHOTO CKPUNTA BTOPXKCHUSA B
Ha0O0p HmapayIeNbHBIX CKPUIITOB, UMHUTHPYIOMINX BTOPKCHHUE.

Cratest [5], omnmceIBamomas CHCTEMY OOHApPYXEHHs BTOPKEHUI
NetSTAT, npemraraer hopMaibHBIC MOICIH KaK CETH, TaK M arak. JTH
MOJIETTN Tal0T BO3MOXHOCTh OTIPEICIUTh, “KaKue CETeBBbIE COOBITHS TOJIXK-
HBI OTCIICKHUBATBCS M TA€ OHH MOTYyT oTciexkuBarbes’. ITomxom NetSTAT
pacuIMpsieT METOANKY aHAIIM3a TIepexo/a COCTOSHUM [2] st OCHOBAHHOTO
HA CETH OOHAPYXCHUS BTOPIKCHUsI, YTOOBI OTOOpakaTh CIICHAPUU aTakK B
CeTSIX.

B [6] Obuta mpemioxkeHa mpocTas MOJETb CETEBOM 0e30MacHOCTH
“IIpUYMHHO-CIEICTBEHHAs. MOJETbh aTaKd M 3allUuThl HWH()OPMAIMOHHON
cucteMbl’. OHA COCTOUT U3 MOJCIH CETH, OTOOpaKaeMOU y3JIaMH U CBSI3SI-
MH, TPUIHHHO-CIEJCTBEHHOW MOJENH, XapaKTepUCTHICCKUX (DYHKIUH U
MICeB/IOCITyYaifHOTO TeHepaTopa Jucel. Tem He MeHee, 0ToOpakeHue Kuode-
paTak M 3aIIKTHl, OCHOBAaHHOE Ha MPUYMHHO-CICICTBEHHOW MOJIENTH, OYCHb
YHOPOIICHHOE.

B [7] mpezcraBiieHsl HarJIAAHBIE MOJEIN CETH U BO3SMOXHOCTEMH, 1IeIei
U crocoba NeHCTBUH aTaKyomero. OTH MOAETH HCIOIB3YIOTCS IS OTIpe-
JICJICHUS] YCTPOMCTB, KOTOPhIE OyIyT CKOMIIPOMETHPOBAHBI C HAUOOJBIICH
BEPOATHOCTHIO. [[)s Tpe/icka3aHus MOBEICHHS aTaKYIOIIEro UCIOIb3YIOTCS
9KOHOMHUYECKHE TMPHHIMUIGI (HCIIOIB3YIOIIHE KOMIIPOMECC “BhIroja — 3a-
Tpaths”).

B [8—11] ataku OMHUCHIBAIOTCS U MOJEIUPYIOTCS B CTPYKTYPHPOBAH-
HOW, OCHOBaHHOU Ha JEPEBBIX (opMe.

B [8] mpezcTaBiiena BEICOKOYpOBHEBAsI KOHIETITYa IbHAsE MOJIENb aTak,
OCHOBaHHas Ha HaMepeHWsX Hapymmtens (cTparermn arakw). IlIupoko-
MaciTabHOe pacrpeneleHHOe OOHapy)KeHHE BTOP)KEHHUS CpaBHUBAETCS C
3amadeil BoeHHOTO ympasieHus. CTaThsl ONpenersieT HaMEpeHHUs! BTOpXKe-
HUS Kak JaepeBo neieil. KoHednas mens BTOP)KEHHS COOTBETCTBYET KOpHE-
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BOMY Y31y. Y3IBI HIDKHHUX yPOBHEH OTOOpakaloT albTepHATHBHBIC HIIN
YIOPSIIOUEHHBIC TTO/IENN B TOCTHKEHUH BepXxHero y3mna/uemn. Koneumsie
y3bl (JTUcThs) — moarend. OHU MOTYT MOAKPETUITHCS COOBITHAMH, CreHe-
PHPOBAHHBIMH B Pa3INIHBIX CPEIax.

Cratest [9] Tarke mpemmaraetT (pOpMAaNbHBIN MOAXOM IS OMMCAHUS
KOMITBIOTEPHBIX aTak. DTOT MOIX0J Ha3weiBaeTcs “JlepeBns atak’. B mepe-
BBSIX aTak ucnoib3ytores y3usl ‘" u “NJIN". Yzner MW — ansTepHaTu-
BEI. Y3761 1 0TOOpakaroT pa3mUyYHBIC MIATH HA TYTH K OHOH menu. PaboTa,
OoJiee IeTaIbHO paccMaTpPHBAIOIIas TaK Ha3bIBAEMBIH OCHOBAaHHBIH Ha “ie-
peBbsx” moaxox, npemioxkeHa B [10]. Drta craThs ONMMUCHIBAET METOIBI
TIPE/ICTAaBIICHUS aTak B (JOpPMeE JIEPEBbEB aTak.

Monenbp OLEHKH >XH3HECTIOCOOHOCTH CETEBBIX CHCTEM IIPH BO3JEH-
CTBHH CETEBBIX MHIIMACHTOB ObLTa TpescTaBieHa B [12]. Moaens coctout
u3 Tpex noamoxenei. [lepas oTpakaeT BBIIONHEHHUE aTaK WIIM WHIMICH-
TOB. BTOpas ompenernser BIMSIHHWE aTaKW HA CHCTEMY B 3aBHCHMOCTH OT
TUTIA aTaKd U 3aBEPIICHHOCTH CHCTEMBI 3aIIUTHI. TpEeThsI OICHUBACT JKH3-
HECIIOCOOHOCTb CHCTEMBI.

Cratest [13] mpemiaraeT METOIOJIOTHIO MOJEIMPOBAHMS KHOEp-aTak,
ocHOoBaHHYI Ha cxeme SES/MB (ykBanbHBIN MepeBoj — CTPYKTypa CH-
CTEMHBIX CYIL[HOCTEH, OCHOBaHHAsl Ha MOJEIH), (hopMaIu3Me AUCKPETHOTO
MojenupoBanust coobiTniit DEVS n 00bekTHO-OpHEHTHPOBAHHOTO Mpea-
CTaBJEHUS 3HAHWH Ha OCHOBE (peiMOB. DTa METOMOJIOTHS IO3BOJISIET
KJIacCU(UIMPOBATh yrpo3bl, ONPENESITh MEXaHU3MBbl peallM3alliy aTak u
OIICHUBATh MEXaHWU3MBI 3aIIUTHI.

B paGore [14] onmceiBaeTcss ruOKas pacuimpsieMas MOJENb KOMIIBIO-
TEPHBIX aTaK, SA3BIK JJIS OTIPEIEICHUS MOJIENIN, M UX HCIIOJIB30BAHUE B MIPH-
JIOKEHUAX O Oe30TMacHOCTH, TaKUX KaK aHANIHW3 YA3BHUMOCTEH, OOHapyKe-
HHUE BTOPXXCHUHN M TCHEpalus aTak.

B [15] mpemiaraercss Monellb JAHHBIX I CHCTEMBI OOHAPYKEHHS
BTOp>KeHUH, Ha3zpiBaeMytro M2D2, xotopast ucrons3yer deTbipe HH(OpMa-
LOHHBIX THIA. HHPOPMAIMS O XapaKTepHCTHKaX OTCICKUBaeMOl HH(OP-
MalMOHHOHM cucTeMbl, nHpopManus 00 ysI3BUMOCTSX, HHOPMALHUS O MPO-
JyKTax Oe30MacHOCTH, MCIOJB3YEMBIX ISl NPOBEPKH, M MH(POPMAIHS O
HAOJIOTaEMBIX COOBITHAX.

B Hacrosimeit pabote, ObUIM MCHONB30BaHBl MOAXOMABI, ONMHCAHHBIE B
myONnuKanusax W3 JaHHOTO pas3zmena. HOBH3HA NpenioKEeHHOTO IMOIXOAa,
3aKJII0YAETCs B IPIMEHEHHUH TIPUHITUIIOB MOJCTUPOBAHNS aTaK I aHATN3a
COOBITHI, MPOUCXOAIINX B PEaTbHOM BPEMEHU.

3. OcHOBHBIE MO/IeJIU PeAMEeTHOM 06JacTu. B kauectBe Oasuca s
MOCTpoeHusT Mozeneil (00beKTa 3amMThl, YS3BUMOCTEH, aTak W T.I.) HC-
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MoJIB3yeTcss Habop CTaHAApTOB, HA OCHOBE KOTOPHIX OyIyT OMHMCHIBATHCS
aJIeMeHTHl Moaenu. s mpencTaBieHns NaHHBIX, CBA3aHHBIX C WH(pOpMa-
IIUOHHON 0€30MacCHOCTHIO, TIPeAIaraeTcs MCIOIb30BaTh KOMIUIEKT B3aWMO-
CBSI3aHHBIX CTaHAApPTOB paspaboTaHHbIX Koprmopanweidr MITRE wu nHamnwmo-
HaJIBHBIM HHCTUTYTOM cTaHgaptoB CIHIA. JlanHBIE CTaHIAPTHI ITO3BOJIAT
€03/1aTh eIMHOEe, OOHOBIIEMOE W COTJIACOBAHHOE XPAHWJIHIIE JAaHHBIX, He-
00Xx0IMMoe ISl TOCTPOSHHS U aHajiu3a ciieHapueB atak (B Buue rpadon
WIN IEPEBbEB aTaK).

Moierns 3alIMIIaeMOi CETH 33Ja€TCs CICIYIOIIUM 00pa3oM:

Network=<Hosts, Links, Service dependenciask, Hosts —crucok
omucanuit xoctoB, LiNKS — comcok cBsizeil Mexay Xxoctamu, Service
dependencies — 3aBHCHMOCTEPBHCOB.

Moenb XOCTOB 3a/1a€TCs CIIEeTYIONTIM 00pa3oM:

Host = <Platform, Security>rae Platform —omnpezenser nporpamMmHo-
anmapartHyio miatGopMy xocta, a Security,B CBOIO odepeb, BKIIOTAEeT B
ce0st CITUCKH T0JTB30BaTENCHl M MX TIPaB (B TOM YHCIe, TpaBa aTaKyrolIero,
€CIIM OH SIBJIACTCSI BHYTPCHHUM HAPYIIUTEIEM), XapaKTepPUCTHKH HH(HOP-
MaIliH, XpaHAIieics Ha XOCTe C TOUKH 3peHHS KOH(PHUICHINAIHHOCTH, Iie-
JIOCTHOCTH M JOCTYIHOCTH, W OMHCAHUE MOJUTHK OE30IMacHOCTH CHUCTEM
3alIUTHl UHPOPMALUU, OTPAHUYUBAIONINX CIUCOK JOCTYIHBIX K IPOBEIC-
uuro atak. Omumcanue miathopMbl XocTa BKIouaer B cebs Software
Hardware — crnucku, COOTBETCTBEHHO, MPOTPAMMHOIO U aMIapaTHOTO
obecrnieueHus Ha s3pike CPE,a tak e, Operation system sepcus onepa-
LIHOHHOM cucTeMbl Ha si3bike CPE.

Mopens CBsI3el MEXIy XOCTaMH 3a/1a€TCs CIECTYIOIINM 00pa3oM:

Links = <Physical Links{<Host, Host, Bandwidth, Attacks>, <Host,
Host, Bandwidth, Attacks>,...}, Virtual Links{<Host, Host, Type, At-
tacks>, <Host, Host, Type, Attacks >,..B.1aHHOM OITUCaHNH BBIIEISAIOT-
csl IBa OCHOBHBIX THIIA CBSA3EH — (PM3UUECKUE M BUPTYyalbHBIE. [ maHHbIX
TUTIOB CBSI3EH ONpEAeIsIeTCs, KAKUE UMCHHO XOCTBI CBSI3aHBI MEXIy COOOM
(4, COOTBETCTBEHHO, MOTYT aTaKOBAaTh IPYT APYra), a TakkKe, BO3MOXKHBIC
aTakd HA caMy CBs3b (HAampuMmep, HapylIeHHe KOHPUICHIIHATBHOCTH TIepe-
IaBacMoll WH(pOpPMAIUK WK HapymieHHe (YHKIIMOHAIBHBIX 3aBHCHMO-
crei). Tak e 1yist GU3MUECKUX CBSI3EH OIMpeAessieTCs MPOIYCKHast CoCco0-
HOCTh, HA OCHOBE KOTOPOH MOXKHO OIPEIECIUTh WHTCHCUBHOCTH TpaduKa,
KOTOpast MOJKET MPUBECTH K OJOKMPOBKE KaHa a (aTaKd Ha WCTOIICHHE pe-
CypCOB).

Monens 3aBUCIMOCTEH CEPBUCOB 3a7aeTCs CIICIYIOIINM 00pa3oM:

Service dependencies = {<<Host, Software>, <Host, Software>, Type,
Attacks>, <<Host, Software>, <Host, Software>, Type, Attacks>, g,
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napa <Host, Software>pencrasiser co6oil ompeneaeHHOe MPUIOKEHHE
Ha HEKOTOPOM XOCTe, KOTOPOE Y4acTBYET B 3aBUCHMOCTH, |YpPE —THII 3aBH-
cUMOCTH (3aBHCUMOCTb HOBEpHs, (PYHKIMOHHUpOBaHHMS H T.I1.), a Attacks
ompeessieT BO3MOXKHbIE aTakd, KOTOPbIe MOXKHO MPOBECTH 4epe3 TH OT-
HOUICHHSI 3aBUCUMOCTH.

4. MeToauka nocrpoeHust 1 MoauduKaluu 1epeBbeB aTak. [lepe-
BbSl aTaK MPEJAOCTABNISAIOT COOON MOAXOSIINA HHCTPYMEHT JUIS PEIICHUS
MHOKECTBa MPOOJIEM, CBSI3aHHBIX ¢ 0€30TaCHOCTHIO, BKITIOYAsT KOPPEISIIHI0
U TIPEJOTBPAICHAE BTOPKCHUI U peakuuio Ha HuX [21,22]. Tem He MeHee,
METOJIMKH WCIOJIB3YIONINE JACPEBhsl aTaK JJs IMOCTPOCHHUS MOJECICH, OIMU-
CaHHBIC B OOJBIIMHCTBE CYIICCTBYIONIMX HCCICIOBAHUMN, UMCIOT CTPOTHE
orpannueHus. CyliecTByeT MHOXKECTBO HCCICIOBaHHN, B KOTOPBIX OIKCA-
HBI TTOJIXO/IbI, TO3BOJISIOIINE OCTPOUTD JIEPEBbsI aTak, HO, PH 3TOM, IPO-
1ecc OOHOBJICHUSI ATUX JIEPEBHEB B COOTBETCTBUH C U3MEHEHHSMH B 3alllH-
1aeMOo¥l ceTH MO0 He paccMaTpUBACTCsl, MM IIPOUCXOINT 3a CUET HOJHON
nepectpoiiku nepesbeB [16,17]. Ucxons U3 3TOro, BaKHBIM HalPaBJIEHHEM
HCCIICJOBAaHUH CTAHOBSITCS CIIOCOOBI (hOPMUPOBAHHS JIEPEBbEB aTak TAKUM
o0OpasoM, 4TOOBI 3a7a49a OOHOBIIEHUS M aHAJIM3a JJIEMEHTOB JTOTO JepeBa
ObLIa MAKCUMAJILHO TIPOCTO# U TpebOBaTa MUHUMATLHOE BPEMS M PECYPCHI.
Jlns pemeHus 3ToM 3a1a4u B TaHHOHN paboTe MmpeiaraeTcss MOJIeIb AePCBb-
€B MOTEHIMANbHBIX aTak. s JaHHOW MoJenu Haubojee BAKHBIMH Mapa-
METpPaMH SIBJISIIOTCS: BO3MOKHOCTU HAPYIIWTEIIS, BIUSHUE W BEPOSTHOCTH
aTaKH.

Jnst moGaBneHUsT TIOTEHITMAIBHON aTaku B rpad aTak JOJDKHBI OBITH
BBIMONTHEHB! 3 ycroBust: (1) 3amuimaeMast cucteMa IOJKHA HMETh YSI3BUMO-
ctd; (2) HapyIIUTENs TOJDKEH 00NanaTh HEOOXOMMMBIMH 3HAHHUSAMU W pe-
CypcaMu JUIsl OCYIIECTBIICHHS aTaKyIOUX aeicTril; (3) BHIOMHEHNE aTa-
KU TPOJBHUIAaeT HAPYLIUTENS K BBINOJIHEHHIO ero nenu. [lepBoe ycrnoBue
OTIpeJessieTCsl MOJHOCTBIO CBOMCTBAMHU 3alUIAEMON CHCTEMBI, BTOpPOE
(bopMupyeTCst 38 CYeT CBOMCTB KaK CHCTEMbI, TAK M MOJEIU HAPYIIUTES,
TPETHE JKE, B CBOIO 0YEPE]b, ONPEACTACTCS IESIAMHU HAPYIIATEIIS.

Ha »Tame moAroToBku K MOCTPOCHHIO IEPEBLEB aTaK, U KAKIOTO XO-
CTa CTPOUTCS 3-X MEpHAsi MATPHIIA 10 CIICAYIONINM JaHHBIM:

1. knacc arak (attack action class) ebop naHHBIX, TOJTOTOBUTEIb-
HBIE ICHCTBYS, MOBBIIICHUE TPUBUIIETHH, BRITIOIHEHHE [IEJIN aTaKH;

2. HeoOXOoAMMBI THIT MocTyma (ACCess type) ynaieHHBIH HCTOUYHHK
0e3 mpaB J0CTYyIa, yIAICHHBIH MOJb30BaTENIb CHCTEMBI, JIOKAJIbHBIA MOJb-
30BaTellb CUCTEMbI, aIMUHHUCTPATOP;

3. yposens 3Hanuii HapymmTenas (malefactor knowledge level) wu-
Ibl YSI3BUMOCTEH, KOTOpbIE HAPYLIUTENh MOYKET PEaTU30BbIBATh.
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B pesymbraTe, mIa Kaxmoro xocta (GopMHpyeTcs Habop KopTexei
(Attack Action Class, Access type, Knowledge Level, Vulnerabilitys
KaX/IOTO M3 KOPTEKEH, B CBOIO ouepernb, GOPMHUPYETCS CHHCOK KOHKPET-
HBIX aTaK ¥ ySI3BUMOCTEH, peajn3yeMBIX 3TUMH aTakamu. OOmuil cimcox
ySI3BUMOCTEHl  COCTaBIseTCS Ha OCHOBE ONHCAaHHWA IPOTPaAaMMHO-
ammapaTHoro obecneueHus xocta Ha s3eike CPE u Takux OTKpBITBIX 0a3s
ysi3Bumocteit, kak NVD.

Moneins ysS3BUMOCTEH 3a1aeTCsl CIEYIONTHUM 00pa3oM:

Vulnerability=<Software, Complexity, Access type, Required rights,
Result>,rne Softwareonpenensier, B kakoM UMEHHO TPOrpaMMHOM o0Oec-
nedeHud (WM TPU KAKOW KOMOWHAIMHM YCTAHOBJIEHHOTO MPOTPaMMHOTO
obecrieueHns) MOABIISETCS BO3MOXHOCTh PEATU3AIMU JaHHON ySI3BUMOCTH,
Complextityonpenernsier ypoBeHb 3HAHUT HAPYIIUTEIS, HEOOXOMMUMBIHN TSt
peanuzamuu 5Toi ysa3BuMocTH, Access typar Required right®npenenstor
HEOOXOIUMBIN THII TOCTYTIA U TpaBa, 0e3 KOTOPBIX HAPYIIUTENh HE CMOXKET
HCIIONB30BaTh JaHHYI0 ysa3BUMOCTh. [lapamerp Result ompenmensier, uro
AMEHHO TIONYYHT HapymuTedb (MOBBIICHHEC TPHUBUIICTHHA, HAPYIICHUE
KOHQUICHIIMATBHOCTH, [IEJIOCTHOCTH MJIM JOCTYITHOCTH) B pe3ylbTaTe pea-
JU3AIMH JAHHOW YSI3BHUMOCTH.

B popmupyemblit 1151 KOHKPETHOTO HAPYIIUTENSI CIIUCOK YCIOBHA, He-
00XOMMBIX JJIsl JOOABICHHS MOTCHIIMAIHHOMN aTaku B ICPEBO aTaK, BXOAUT
HEOOXOIMMOE YCIOBHE - HAPYIIUTEIh JOJKCH 00JamaTh HEO0OXOIUMBIMU
3HAHUSMH U PECYpCaMU ISl OCYIICCTBICHUS aTAKYIONIUX JICHCTBUH, YTOOBI
BBITIOJTHEHNE ATOH aTakH, MPOJBHUTANIO €T0 K BRIITOJHEHHIO €T0 IIETH.

COOTBETCTBEHHO, MOETh HAPYIIUTENS OIpPENeNIIeT OTpaHHYCHUS
HapYIIUTEN 1O BEIOOPY IMOTEHIINAIIEHO BO3MOKHBIX aTaKyIOMINX IeHCTBUN
13 001Iero MHOKECTBA. B kadecTBe orpaHUYeHN BHICTYIIAIOT:

1. 3HaHWA HApYMIHUTENs, OTPAaHUYUBAIONINE CIOXHOCTD YSI3BHMOCTEH,
KOTOpPbIE HAPYIIUTEs MOXKET UCIIONB30BaTh (IAaHHAS XapaKTEPUCTHKA TakK-
JKE OIpPEENICT CIUCOK YSI3BUMOCTCH HYJIEBOTO IHS, M3BECTHBIX HAPYIIIH-
TEJT0);

2. HavalbHOE pACIOJOKCHUEC HAPYIIUTENs B 3allWIIAcMON CETH,
OTIpE/ICIISIONIEE CITUCOK TOCTYITHBIX aTaKyIOIIEMY XOCTOB Ha OCHOBE MOJIC-
JIM 3alIHIIAeMOl KOMIBIOTEPHO# ceT (CYHIECTBYET [Ba OCHOBHBIX THUIIA
HApPYIIUTENs B COOTBETCTBHU C JAHHBIM TapaMETPOM—BHEIIHUNA U BHYT-
PEHHHI HAPYILUTEND);

3. HavajbHBIC MpaBa HAPYIIUTENs, OTPAHUYUBAIOLINE MHOXECTBO
aTaKk Ha OCHOBE TPeOYeMBIX YCIOBHII AJIS pealu3alué aTaKyIoLMX Ien-
cTBUil (Hampumep, HEKOTOPBIE ATaKd MOTYT OBITh OCYIIECTBICHBI TOJIBKO
TIPU HAJIMYHH Y HAPYIIUTEIS TIPaB OOBIYHOTO MTOJIb30BATENIS).
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Takum 00pa3oM, MOIETb HAPYIIUTENS 3aJaeTCS KOPTEXKEM M3 TPeX
SIICMEHTOB!

Malefactor = <Knowledge, Starting point, Base rightsbge
Knowledge —snanus HapymmTens, Starting point -simeMeHTsl Moaenu 3a-
TIAIIAEMO CETH, K KOTOPBIM HApYIIUTENh UMEET JOCTYII C CAMOTO Hadvasa,
Base rights -HauanbHbIe paBa Ha HAPYIIUTENS B 3AIIUIAEMOM CETH.

Moenb 3HaHUN HAPYLIUTEINS 381aeTCs CIICIYIOUIUM 00pa3oM:

Knowledge=<Knowledge level, Known vulnerabilities, 0-day
vulnerabilities>, rne Knowledge level —ypoBenp 3HaHuMii HapymuTess
olpeieNseTcs KaK BBICOKU#/ HU3KUIA/OTCY TCTBYOIIIHIA, Known
vulnerabilities —crrcok M3BECTHBIX HAPYIIUTENO OOIIETOCTYNHBIX YSI3BU-
Mmocreit u 0-day vulnerabilities -emicok U3BeCTHBIX HAPYLIUTENIO YSA3BH-
MOCTEW HYJIEBOTO JIHS.

Moienb HaYa bHBIX MPAB 33aeTCs CIEAYIOIAM 00pa3oM:

Base rights = {<Host, Rights>1, <Host, Rights>2, ... , <Host,
Rights>n}, roe n-xomuuecTBo xocToB, a HOSt —3T0 31eMeHT MOAEIH KOM-
neroTepHOM cetH, a Rightsato yposeHs npas HapymmTes.

Jlnst ompesiesieHust ielield HapymIuTeNst B TpelaraeMyio MOJIEb BBO-
IUTCSL CIIUCOK [eUCTBHH, K BBIMOJHEHHIO KOTOPHIX OYIET CTPEMHUTBCS
HapyIIuTelb (HAIpUMep, 3TO MOKET ObITh KOMIIPOMETALHS OIPEASICHHOTO
X0CTa, Kpaxka KOH(pUACHIMATbHOM HHbOpMaluu 13 6a3bl JaHHBIX W T.I).
Mogens Hapyimuress, OONaJafoMEero IeNbl0, ONPEASISIETC CIeAyIOIIM
o0OpazoM:

Aimed Malefactor = <Malefactor, Aims¥ne Malefactornpencrasis-
eT coboit Momenb HapymmTesst, a AIMS — e HApYITUTEIs TIPH TIPOBEIe-
HUH aTak.

Henp (11en) HAPYIIKATENS ONMPEACIAIOT, B KAKOH MOMEHT HApYIIHTEITh
3aBEpIIUT CBOM aTakyrolue JedcTBus. J(aHHBIM MmapaMeTrp MO3BOJSET
OTIPE/IENISTh BEPOSTHOCTHBIC XapaKTECPUCTHKH TIPH BEIOOPE MOTEHINATBHBIX
IyTeii pa3BUTHsL IepeBa aTtak JJisi KOHKPETHOTO HAPYIIHTEIIS.

MoJesb ey HapyIIUTENs 381aeTCs CIIELYIOMIIM 00pa3oM:

Aims={<Host, Result>,<Host, Result>,...}ne Host —sto anement
MOJIeNI KOMIIBIOTEpHOU ceTH, a Result —51o pesymbrar arakyromero jieii-
CTBHS, SIBJSIIOLIMICS OTpaXKCHHEM OOMIEH LelH HapyIluTelsl, HAIPUMED,
9TO MOXET OBITh Kpaka KPUTHIHOM MH(pOpMANUK (HApyIICHHE KOH(HICH-
[HAJBHOCTH), €€ mopya (HapylleHHe [EIOCTHOCTH), PUBEIEHNE CHCTEMBI
WM e¢ KOMIIOHEHTOB B Hepabouee COCTOsIHEE (HApyIIeHHE JOCTYITHOCTH)
HITH TIOJTy9YEHHE OTPEICIICHHBIX TIPaB JOCTYIIA.
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Monenn HapymIUTeNs UCIONB3YIOTCS Ha NBYX dTamax (yHKIHOHUPO-
BaHUS CHCTEMBI IIOCTPOCHHUS U aHAJM3a JICPEBbEB aTaK — ATalax MPOCKTH-
POBaHUS U HKCIUTyaTaIlIH.

1. Ha mepBOM 3Tame MOJENH HApYIIUTENeH HCIOIB3YIOTCS IS IO-
CTPOCHHUS PAa3INYHBIX JCPEBHEB aTaK Ha OCHOBE YCTAHOBIICHHBIX XapakTe-
puctuk (mpoduiieit HapymuTeNeit), KOTOpbIe BHIOPAHBI AIMHHHCTPATOPOM
CHUCTEMBI;

2. Ha BTOPOM 3Talle CHCTEMa IO3BOJIICT Paclo3HaTh Haubolee Bepo-
SITHYIO MOJEIb HAPYIIUTENS M0 OOHAPYKCHHOW BPEIOHOCHON aKTHBHOCTH
BHYTPHU 3aIIHMIIAEMON CETH W 3aT€M HCHOJIb30BaTh 3Ty MOJEIb Ui Mpem-
CKa3aHUsl MOCJIEeAYIONINX 1aroB peajbHOro HapyIIUTEIS.

Takum 00pa3oM, MOJCITH HAPYIIUTENICH MOMOTAOT OMPEACIUTH BO3-
MOJXHBIE JCHCTBHS, WCIHOJb3yeMbIe HApPYIIUTEIEM W [OTEHIIHAJb-
Hble/peanbHble  cTpaTernd arak. OIEHKa XapaKTePHCTHK HapyIIHUTENCH
(HaBBIKH, 1IEJTH, HCXOAHBIN HAOOp TIPaB JOCTYMA, U T.I.) O3BOJISET CBA3ATH
KPUTHYHOCTH aTaK{ C MPOQHUIEM aTaKyrOIIero. Y poBeHb HABBIKOB HAPYIIIH-
TeNd W €ro LEIH MOTYT IOMOYb, CpeAM APYTUX IOKa3aTelel, mpu ToA-
JepKKe TIPUHATHS perieHuil (HampuMep, Gosee cephe3Hasi peakius B CIry-
Yyae BHICOKOKBATH()UIIMPOBAHHOTO aTaKYIOIIET0)
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Puc. 1.OcHOBHBIE ITIOTOKH JTaHHEIX.
OO0masi CTpyKTypa MOTOKOB JaHHBIX CHCTEMbI, OCHOBAHHOW Ha IIpe[-
JlaraeMoy METOIUKE, JETUTCS Ha TPU TPYIIIBI IO THITy UCTOYHHUKA (puc. 1).
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K mepBoii rpymiie oTHOCATCS JaHHbIE, IOJy4aeMble U3 OTKPBITHIX 0a3 maH-
HbIX B cet MHTEpHET. K 3TOM rpymnme OTHOCATCS JaHHBIE 00 YA3BUMOCTSX,
ciabbIX MecTax, MIabJoHaX aTak M MCIpaBIeHUAX. Bropas rpymnma ompene-
JsleTcs Ha OCHOBE JAHHBIX, COOpAHHBIX B 3alIMINACMON CETH M Ha OCHOBE
3HAHUH OIIEpPaTOpa CHCTEMBI,  BKIIIOYAET B ce0sl TOIIOJIOTHIO CETH, IOJIUTH-
K1 0€30MacHOCTH, 3aBHCHMOCTH CEPBHCOB U CIHCKH YCTAHOBJIEHHOTO IIPO-
IPaMMHOTO U armapaTHOro o0ecleueHnsl Ha XOCTax. VICTOUHUKOM a1t Tpe-
TBEH TPYIMBI SABJISETCS omepaTop cucreMbl. Omeparop omnpeneinser Tpedo-
BaHMs 0E30IIaCHOCTH, TIPEIbSBISIEMBIC K 3alMIIAEMOIl cucTeMe H, BBIOHpa-
eT HauboJiee BEpOSTHBIC MOJIEIH 3JI0YMBIIIUICHHUKOB. Pe3ynbpraTroM paboTs
CHUCTEMBI SIBIISIIOTCSI 0a30BbIe Ipadbl aTak, CIUCOK CIa0bIX MECT CUCTEMBI U
paccuuTaHHbIe TOKa3aTesu 3aumimenHoctu [19,20].

5. 3akarouenne. 3anmmTa KOMIBIOTEPHBIX CETEH MpeAroiaracT MpH-
MEHEHHE HOBEHIINX MOAXOIOB K NOCTPOCHHIO CPEICTB U CHCTEM 3aIllUTHI
HH(GOPMaLUH, CIIOCOOHBIX OCYIIECTBIIATH HENPEPBIBHBIH MOHUTOPHHI 3a-
IIMIIEHHOCTH Ha OCHOBE PAa3HOPOMHBIX TaHHBIX IOCTYNAIOMINX OT pas3iiiy-
HBIX CEHCOPOB U HCTOYHHKOB B PEXKHUME BPEMEHH, OJIM3KOM K peaibHoMy. B
HACTOSsIIEH cTaThe PAcCMOTPEHa METOAMKA ONEPAaTUBHOTO IIOCTPOCHHS H
aHaJM3a AEepeBbEB aTak JUIl KOMIBIOTEPHBIX cucteM. HoBu3Ha mpeniarae-
MOH METOJHMKH 3aKJII0YaeTcsl B TOM: UYTO MOJEJH, alrOPUTMBI M METOANKA
OTIEPaTHBHOI'O MOCTPOCHMS M aHaln3a AEPEBbEB aTak, OTJINYAIOTCA OT Cy-
IICCTBYIOIIUX OPHUEHTALUEH Ha paboTy B PEXUME PeaibHOrO (HIH GIH3KO-
ro K peaJbHOMY) BpeMeHH. VCmojb30BaHHE TaHHBIX MOJICTCH MO3BOJIUT
HOCTPOHTH CHCTEMY, HCIIOJB3YIONIYIO aHAIIN3 AEPEBbEB aTaK B PEKHME pe-
QIBHOTO BPEMEHH, M YUUTHIBAIOLIYIO OOJBIIONH 00BEM PasHOPOIHBIX BXOJ-
HBIX JJaHHBIX.

B HacTosee BpeMs NPOIOIDKAIOTCS TEOPETHYECKHE HCCIICNOBaHUS
C1oco00B MOCTpoeHHs rpadoB aTak, YUUTHIBAIOIIMX CYILIECTBYIOIIHE YsI3-
BHUMOCTH, ¥ YSI3BUMOCTEIl HYJIEBOTO IHS, MOJIUTHKN 0€3011aCHOCTH, 3aBUCH-
MOCTH CEpPBHCOB H T.II., M OCYILECTBISIETCS pa3padoTKa MPOrpaMMHOTO MpPo-
TOTHIIA TIOICUCTEMbI MOJIETTMPOBaHMs aTtak. B nanpHeimed pabore miaHu-
pyercst: (1) pacmuputh (HYHKIMOHAIBHOCTh MPOTOTUIA, TOOABHB B HEroO
aHaNW3 aTaKk HYJIEBOTO IHA W CBsi3el CepBHCOB; (2) pacIIHPHUTH CITHCOK
METPHK 0€30IacHOCTH Ul YTOYHEHHS OICHKU YPOBHS 3alUIICHHOCTH Ce-
TH; (3) yTOYHUTE MOIeNb HapywmmTenst; (4) yckopuTh paboTy IPOTOTHUIIA, 38
CUeT ONTHUMHU3ALUH Ipoliecca IIOCTPOSHHUS IpadoB aTak.
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PED®EPAT

Yeuynun A.A. MeToaquKa onepaTUBHOI0 NMOCTPOeHHsi, MOaUUKAIHN 1
aHAJIN3a IepeBbEB aTaK.
HpI/IMeHeHI/Ie AHAJIMTHUYICCKOI'0 MOACIUPOBAHUSA aTaK SABJIACTCS ICPCIICK-

THBHBIM HAlpaBJICHHEM B 00JIACTH 3alIUThl HHQOpMAIMK, 0OCOOCHHO ISl KPYI-
HBIX KOMITBIOTEPHBIX CETeH, COACPIKAIIMX y3JIbl C KPUTHUESCKU BaKHOU HMH)OP-
Manued. J{nsg 3(pPEeKTUBHOTO HCMOIb30BAHUS MOACITUPOBAHHS, HEOOXOIHMO
pelieHue psiaa 3amad, OAHa U3 KOTOPHIX CBs3aHA C BPEMEHHBIMH 3aTpaTaMy Ha
MIOCTPOEHHUE MOJIENIEH.

B crarbe mpUBOAATCS OCHOBHBIE DJIEMEHTHI IPEATIaraeMoil METOIWKH,
MO3BOJISIFOLICH (POPMHUPOBAT, AHATM3UPOBATH K MOAU(DUIUPOBATH MOJCITH CETH
W aTaKyIOIUX JICUCTBUI B pexuMe ONU3KOM K pearbHOMY BpeMeHH. PaccMoT-
PEHHBIE B CTaThe 33/1a4U SBJISIOTCSI COCTAaBHBIMHU JJIEMEHTaMH OOIIEH CHCTEMBI
ynpasieHust nHpopManuend 1 coObITUsIMU. Pe3ynbTaToM pabOThl CUCTEMBI MO-
JIETMPOBAHMUS aTaKk MOTYT OBITH Clemyromre xapakrepuctuku: (1) ciabbie me-
CTa B TOIMOJIOTHU CETH (XOCTBI, Yepe3 KOTOPbIC IMPOXOAUT HAMOOJIbBIICES YHCIIO
rpadoB arak); (2) BeIOpaHHBIE KOHTPMEpHI, MO3BOJISIIONIME CHU3HTH BEPOSIT-
HOCTh MaKCHMaJIbHOTO KoJm4decTBa rpador arak; (3) BO3MOXKHBIC [TOCICICTBHS
peanu3alyy KOHTPMEP, YYUTHIBAIOIIUE 3aBUCUMOCTH CEPBHCOB.

PaccmarpuBaeMasi METOAMKA pealM30BaHa B BHJE MPOrPaMMHOIO MPOTO-
TUIa W YCHEUIHO HCIOJB3YeTCs B paMKax Ipoekra EBpomeiickoro coroza
MASSIF.
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SUMMARY

Chechulin AA. Efficient technique of construction, modification and

analysis of attack graphs.
The analytical attack modeling is the promising approach in the infor-

mation security field, especially for large networks that contain hosts with criti-
cal information. But for effective modeling usage it is necessary to solve some
problems. One of the problems is related to performance of the models con-
struction and modification.

The paper presents the main elements of the proposed approach which al-
lows constructing, analyzing and modifying of the network attack models in
near real time. This approach can be used in Security Information and Event
Management (SIEM) systems. The results of the modeling process include the
following characteristics: (1) weaknesses of the network topology (hosts,
through that the most number of attack routs are going), (2) the selected coun-
termeasures that reduce the number of attack routs, and (3) the impact factor of
the countermeasures, taking into account the service dependencies.

The technique is implemented as a software prototype and successfully
used in the framework of the European Union project MASSIF.
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