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To establish accessto database information and work with it, the database management
system (DBMYS) is applied. The DBMS is a set of language and software, designed to
create, maintain and share the database by many users. The DBMSisdivided into data
models. Let us consider the DBMS with the relational data model. DBMS provides
features such as: sorting, database communication, event registration, reporting of
changes made, etc.

The significance and value of the information fed into the database requires ensuring
the protection of thisinformation using the DBM S funds [6].

Analysis of database information protection approaches in modern DBMS

When designing information security tools in the DBMS, potential threats should be
considered. The main threat isthe risk of hacking and loss of confidential information
stored in the database. When analyzing security, it is necessary to take into account
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that even the most minor defects in the protection system may entail the occurance of
more serious threats. Unrecorded or malfunctioning standard information security
methods with high probability are the cause of hacking a database or |eakage of
information from it. Let us consider some database protection approaches.
The database information security system in the DBMS must be multi-level, the
number of protection levels reduces the risk of a database hacking. Lower levels
include such approaches as: password protection, data encryption, delineation of access
rights, registering operations, backup. These are the main approaches, without which
the full protection is unattainable.
Based on the "Ciriteria for determining the security of computer systems' four grades
of security (Security Classes) are distinguished:

- Class D — provides minimal protection (Minimal Protection), these are systems
that are not suitable for other classes;

- Class C — provides selective protection (Discretionary Protection);

- Class B — provides mandatory protection (Mandatory Protection);

- Class A — provides proven protection (Verified Protection) [2].
Electora access control (C class C) is divided into 2 subclasses — C2 and C1 — less
secure than C2. The C1 subclass implies the division of data and the user, both mutual
and separate access to data. The C2 subclass additionally provides logging into the
system, audit and resource isolation. The class C is supported by many DBMS and is
based on identifying users, database objects (tables, views, domains defined by the user
set of symbols, stored procedures, etc.) and privileges - a set of actions on a particular
object.
The authenticity of the user is confirmed by his identification or user recognition on
his identifier — login and password. The accuracy of the identifier is confirmed —
authentication. After that, the user islogged in and only datais available, based on the
delimitation of accessrights.
For the reliability of password protection, you must follow the instructions:
- the password must consist of a combination of letters, numbers or special signs;
- password lengthis at least six characters;
Passwords should be often changed and stored in secret.
A group of users who have the same group identifier can be maintained in the system,
which are provided with the same access rights — this allows you to ssimplify the
administration process. Operations of adding individual users to a group or removal
from it can be performed regardless of the privilege task operation for this group.
The delimitation of access rights is a fairly flexible and developed system of any
multiuser DBMS. The database administrator provides access rights to users in
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accordance with the principle of minimal powers necessary to fulfill direct official
duties. Most of the DBMS provides a set of basic access rights management tools.
Users and groups are endowed with access rights to specific database objects.
Moreover, many DBMS indicate the allowed access type, for example, only reading,
efc.

You can manage actions right with a specific object, depending on its type, for
example, read, add, delete, and change records in the tables. Some DBM Ss include
access control at the table or view column level [3].

Mandatory access control (class B) — data objects are assigned certain classification
levels that form a strict hierarchical order (for example, "secret", "top secret", "for
official use", etc.), and users have security levels. It is divided into three subclasses —
B1 - the least secure, B2 and B3 is the most secure.

Subclass B1: Each data object contains a mark about its classification level, aswell as
an informal report on the current security strategy. Subclass B2: Additionally requires
aformal approval of the current security strategy. Subclass B3: Supports audit, data
recovery and purpose administrator assignment.

Such a rigid database structure is used in military, or government organizations.
Access to the database object is carried out when the admission level isidentical. To
modify the object, the user's security level should be equal to the classification level of
the object due to this, any information made by the user, is automatically assigned to
the level identical to the classification of this user — this eliminates the secret data to
the user with ahigh level of secrecy to afile with asmaller classification level.
Verified access control (Class A) is the safest approach and requires mathematical
evidence of compliance of the security method of a given strategy.

Data encryption. To obtain unauthorized access to the database, not only the usua
access to the system, and by moving part of the database through the connection to the
channel. To prevent such a threat, it is necessary to use cryptographic means of
information hiding (storing and transmitting confidential datain encrypted form).
Modes of operation with encrypted databases: decryption of the required file or part of
thefile on an externa media (when working with information, it is again encrypted on
an external storage device) or decryptionin RAM - immediately before performing the
necessary data actions (encryption procedures are built into the DBMS) (see Fig. 1).
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Figure 1 — Basic database security components

Registration of operations and backup. Logging allows you to register detailed
information about all the operations of users with the database, it plays a significant
role when detecting unauthorized actions with the database, identifying vulnerabilities
in the protection system, as well as eliminate any data distortions. In addition to the
above, you can also mention a backup that allows you to restore data in case of
hardware or software failures. It is also recommended to configure a regular data
backup and replication to aremote computer. The safety of databases should be styled,
starting with the adoption of basic measures. Considered protection approaches are
capable of a certain extent to ensure the confidentiality and integrity of data, but their
use does not guarantee full data security [4].

Overview of DBMS protection tools
The presentation is the named sample dynamically supported by the server from one

or more tables. Thisisavirtual table that the records are formed when the user appeals
to it according to the request previously assigned to it. Using views, access is formed
not to awhole table, but to certain records necessary for the user.
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Supposeyou areinterested in acompositelist of weather records and cities coordinates.
To solve this problem, you must create aview on this request, actually assign a name
request, and then access it as aregular table:

CREATE VIEW myview AS SELECT city, temp _lo, temp_hi, prcp, date, location
FROM weather, cities WHERE city = name; SELECT * FROM myview;

Active use of viewsis akey aspect of good SQL database design. Presentations allow
you to hide the internal device of your tablesthat may vary as the application devel ops,
for reliable interfaces. Presentations can be used amost everywhere where ordinary
tables can be used. And quite often, ideas are created on the basis of other ideas. It can
be concluded that the view is the simplest method of protection of both confidentiality
and dataintegrity, allowing youto clearly limit the data avail ableto the user and control
the data set that the user has the right to modify [3]. The trigger is a subroutine that
automatically operates in the case of data modification in the table. Triggers are also
classified according to whether they are triggered before, after or instead of operation.
They are called BEFORE, AFTER and INSTAND OF, respectively. The working
triggers of the operator levels are triggered before the operator begins to do anything,
while the AFTER level triggers operator is triggered at the very end of the operator's
operation. With the help of triggers, you can check the user's privileges, that is,
answered the question whether the user has the right to modify specific data (you can
perform to modifying data, with deficiency of the user'srightsto this operation will be
canceled), logging (for example, in a separate audit table) All Events related to data
modifications in a protected table - makes it possible to quickly find the user who has
fulfilled the unauthorized data modification. Triggers make it possible to effectively
monitor the integrity of the data and to protocate their modification [5].

Encryption functions. Built-in encryption functions are not available in all DBMS,
therefore, this method cannot be caled universal. In the PostgreSQL DBMS,
encryption is encrypted at different levels and is provided with flexibility in choosing
data protection tools when the server is lost, incompetent administrators or in
unprotected networks. Encryption may be necessary to ensure confidential data
protection: financial transfers, etc. Encrypt user passwords - stored in the form of haze
(password_encryption determines the hashing algorithm), the administrator does not
have access to not hashized passwords. Pgcrypto provides the ability to store the
selected base fields in encrypted form. Used when valuable only part of the database
data. For decryption, the client transmits the key, the server decrypts the data and
transmits them back to the client. Decoded data and decryption key are on the server
during the decryption and data transmission process. This creates a vulnerability to
intercept data and the keys face with full access.
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SSL server authentication. The client and the server have the ability to check each
other's authenticity using SSL certificates. To do this, you must configure them
accordingly, which ismore reliabl e than the password. With such a protection, the fake
computer will not be able to issue itself for the server in order to obtain passwords for
database users. Attacks with an intermediary ("man in the middie" the inconspicuous
transmission of all requests and data between the client and a genuine server) is also
more likely to be prevented [1].

Advantages and disadvantages of existing data protection solutions at the DBMS level
Data protection solutions at the DBM S level are simple in operation, but in spite of the
simplicity they effectively ensure the confidentiality and integrity of the data.

The disadvantage of data protection solutions by embedded DBMS means is that
protection with their help is difficult to provide for an existing system. At the design
stage of protected database, an additional level of protection is envisaged in the form
of acomprehensive use of representations, triggers and built-in cryptographic functions
of the DBMS.

Decipheration of encrypted database information on an external device. Dignity is an
independent sequential functioning of encryption and DBMS. Disadvantage — as a
result of afailure, apart of the database may remain recorded an in unencrypted way.
Decipheration of encrypted database information in RAM. Dignity is a high level of
protection against unauthorized access. The disadvantageisalow level of performance
of the DBM S due to its complications.

Hence, within the framework of the article the means of protecting modern DBMS are
briefly reviewed. A description is presented of the possibility of using them to protect
data in the database at the DBMS level. When considering existing approaches,
solutions and means to ensure the safety of databases, their advantages and
disadvantages were revealed. In the future, it is planned to consider in more detail the
vulnerability in client-server applications of two-bonded and three-bed architecture on
a specific example of adatabase, aswell as submit recommendationsfor designing and
creating secure client-server applications using modern DBMS.
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OB30P ITIOAXO010B K 3AIIMTE NHOPOPMAILIMN BA3 TAHHBIX B
COBPEMEHHBIX CUCTEMAX YIIPABJIEHUA BA3AMMU JTAHHBIX
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