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B npenblaywmnx aByx CTaTbAX HaLLEn KOSIOHKMU No
noarotoBke K caave sk3ameHa CISSP mbl paccmo-
TPEeN OCHOBHbIE MOHATUA U3 061aCTN MeHeKMEH-
Ta uHPopmaumoHHo! 6e3onacHOCTU M MOAPOOHO
pa3obpany Ba)KHENLWY COCTaBAAOWY CUCTEMDI
MeHeKMeHTa MHPOPMaLMOHHON 6e30nacHOCTM
(CMWMB) kak ynpaBneHne puckamu. Kak Bbl MOMHU-
Te, CTaHBAPTOM AJ1A MOCTPOEHMA CUCTEMbI MeHed-
XKMeHTa nHbOpPMaLMOHHONM 6e3onacHoCTH fae-pakTo
agnaetca 1SO 27001, nocnegHAs BepcUA KOTOPOro
BbllL1a COBCEM HefaBHO: oceHbto 2013 roaa. HoBbiw
CTaHAapPT OTIMYAETCA OT Npeablaylwen pegakumm mn
no cogepkaHuto, n no ¢opme. Cenyac MHorme sKc-
nepTbl BbICTYMAIOT C AOKIAAAMN N CTaTbAMU Ha Temy
N3MEHEHUI 1, K COXaJleHNIo, B CBOEM aHasn3e HOBOW
pefakuum CTaHAapTa AONYCKAOT AoCafHble OWnoOKY,
KOTOpble MOTyT HanpaBUTb MHTEPECYLWMXCA Cneyu-
aNMCTOB B HEBEPHOM HanpasneHun. Tak Kak cneyu-
anucrty, ctpemawemyca nonyuntb ctatyc CISSP He-
o6xoanmo rny6oko pazbumpaTbca B BOMPOCax ynpas-
nenuA Vb, To Mbl pelumnnun nocBATUTb OTAENbHYIO CTa-
TblO N3MeHeHNAM B cTaHAapTe Ha CMUB.

HauHem c Toro, uto pasbepemca, nouemy BoobLe
CTanu MeHATb ctaHaapT ISO 27001:2005, Beab OH 6bin
[OBOJIbHO KayecTBeHHO npopabotaH. C 80-x roaos
NPOLUNIOro BeKa NosABUNOCb MHOXECTBO CTaHAAPTOB
Nno cuctemam MeHefKMeHTa (MeHeIPKMEHT Kaue-
CTBA, JHEPreTUYEeCKU MEHEIXMEHT, MeHeLXMeHT
6e3onacHoCcTM NuTaHuA 1 gp.). CoBpemMeHHble opra-

HM3aUMM 3a4acTylo CTOAT nepep HeobXOAMMOCTbIO
BHEAPEHNA W MOAAEPKaHUA B IPPEKTUBHOM CO-
CTOAAHWW VHTErPUPOBAHHON CUCTEMbI MEHEKMEHTA
B COOTBETCTBUM C Pa3HbIMU CTaHAApTaMu. Tak Kak
CTaHAapTbl pa3pabaTbiBaNiiCb B pa3Hoe BpemMA U
cneumnanncTaMmn M3 PasfiMyHbIX OTPACen, Hakonu-
NOCb MHOKECTBO PACXOXAEHWI, 3aTPYAHAOLLNX CO3-
JaHve eVNHON UHTErpUPOBAHHOM CUCTEMbI MeHed-
XKMeHTa. [1nA yHudrKaumm JaHHbIX CTaHAAPTOB Obl10
npuHATo MNMpunoxeHne SL (Annex SL) nepsoii yactu
anpekTtus ISO, B COOTBETCTBUN C KOTOPOW AOMKHbI
pa3pabaTblBaTbCsl HOBblE CTaHAAPTbl MEHeAKMEHTA
N O6HOBNATLCA CYLLECTBYIOLME.

CrpemneHune npuBectn ctaHgapt ISO 27001 K
NpUHATOMY eauHomy dopmaTy Ansa CTaHZAPTOB Ha
CUCTEMbI MEHEPKMEHTA U NMOCSY>KMUN0 OQHON 13 OC-
HOBHbIX MPUYNH PAAA N3MEHEHWNIA.

Cront oTmMeTuTb, YTo Bepcun ctaHgapTtos TOCT P
NCO/M3K 27001—2006 n TOCT P MCO/M3K 27002—
2012, npuHATble B Poccnn, ABNAIOTCA NepeBogamu npe-
AblayLINX BepCcnii CTaHaapToB (B pegakumm 2005 roga).

K OCHOBHbIM rpynnam WU3MeHeHWI B CTaHZapTe
ISO 27001 MOXXHO OTHECTU:

+  V3MEHEHWe CTPYKTYpbI;

. 06006LLeHME MONOKEeHWI;

+  NOABJIEHME HOBbIX MOHATUI;

+  YTOYHEHME pPONN PYKOBOACTBA, BAXHOCTU
KOMMYHWKaL1IA;

«  VI3MEHEeHUA B NpUoxKeHUn A.
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Cepmudpukayus cneyuanucmos

Puc. 1. Modens [lemuHza u pacnpocmpaHeHHaa Npakmuka ynpasieHus

MN3meHeHue CTPYKTYypbl

B noprotosneHHom BSI (British Standards
Institution) gokymeHTe «llepexop ot I1SO 27001:2005
K ISO 27001:2013»',npuBegeHo nogpobHoe corno-
CTaBneHne pas3fenoB npenbiaylen Bepcum CTaH-
ZJapta v Bepcuun 2013 roga (CTpyKTypa M3MeHeHa B
COOTBETCTBUU C TPebOBaHUAMM YNOMAHYTOrO Bbille
Mpunoxenna SL). MNposepa Gernbii aHanm3 comno-
CTaBNEHUSA, MOXKHO Cpa3y NPUATA K BbIBOAY, UTO CYTb
CTaHZapTa He N3MeHUNachb.

OpHako HeobxoauMo 06paTUTb BHMMaHUeE,
Ha OAWH BaKHbli MOMEHT, CBA3AHHbIN CO CTPYK-
Typon HOBOW pepakuuu ctaHgapta. Ecam B ISO
27001:2005 6bi1a NnpeacTaBieHa mogesnb [leMuHra
( PDCA wnn Plan-Do-Check-Act), To Tenepb ee B
ABHOM BUMJe B CTaHJapTe HeT, YTo Aano MouBy AnA
ONCKYCCUMA Ha KOHbepeHUUAX no MHPOPMaLNOH-
HoOI 6€30MacHOCTM, TaK KakK psaf «3KCMepToB» 3asB-
NAT, YTO TENEPb OTCYTCTBYET HEOOXOAMMOCTb €l
pPYKOBOACTBOBATbCA.

Ecnu mbl BHUMaTENbHO MOCMOTPUM Ha cofepa-
Hue ISO 27001:2013, To 6e3 Tpyaa yBuAMM cregyio-
LMe pasgenbl CTaHAapTa, PacnosioXKeHHble nocneno-
BaTeNIbHO APYT 3a APYroMm, OTpaatoLLme NocnenoBa-
TenbHoCTb unkna PDCA:

. Planning (MnaHnpoaHue);

. Operation (DyHKUNOHUPOBaHME);

. Performance evaluation (OueHka pe3synbTa-
TUBHOCTW);

«  Improvement (YnyuwieHue).

Takum obpasom, mogenb [lemuHra ocTtanacb B
CTaHAapTe B CaMOW ero CTPYKType 1 roBOpUTb O Mo-
Tepe ee aKTyallbHOCTW BECbMa NPeXAEBPEMEHHO.

CTouT OTMETUTb, YTO JaHHAs MOAENb OTpakaeT
34paBbli CMbICA MPU yNpaBieHnn NoOoN aesaTesb-
HOCTbIO: CHayana Aymaem, 4to XxoTum caenatb (Plan),
3aTem genaem (Do), npoBepsaem, UYTO MONyYEHHble
pe3ynbTaTbl COOTBETCTBYIOT oxupaHuam (Check),

1 http://www.bsigroup.com/LocalFiles/en-GB/iso-iec-27001/
resources/BSI-ISO27001-transition-guide-UK-EN-pdf.pdf

BHOCUM HeOoOXoAVMble KOPPEKTUPOBKM, YyyLlaem
(Act). Cornacutecb, UTO MNpaKTUKa CHayana 4yTo-TO
caenaTb, @ MOTOM NOAYMATb, ABNAETCA HE CaMOM 3¢-
$EeKTUBHOW, XOTA 1 OYEHb PACcNpPOCTPAHEHHOW B Ha-
LLEW >KN3HW.

0606LeHne

O606LeHre 6onblle BCEro KOCHYNOCb sapa
CMWB - npouecca OUeHKN PUCKOB MHPOPMALIIOH-
Holn 6e3onacHocTu. Ecnn paHee B ISO 27001:2005
npouecc 6611 pacnmncaH JOBOJIbHO NOLPO6HO 1 Mo-
MUMO MPOYEro BKIOYan B Cebs Takue LWaru, Kak
naeHTUGUKaLNS aKTUBOB 1 MX BNIAeNbLEB, a TakkKe
YA3BUMOCTEN, TO B HOBOW BepCMn CTaHAapTa OCTaB-
NeHbI NINLLb OCHOBHbIE 3Tarbl:

1. OnpegeneHvie KpUTEPUEB NPUHATIA PUCKOB
N KPUTEPUEB K MPOLIECCY OLIEHKM PUCKOB;

2. WpeHTudmKaums prckos;

3. AHanus puckos (onpegeneHne nocneacTBui,
BEPOATHOCTY, ONpPeLENEHNE YPOBHEN PUCKOB)

4, ConocTtaBnieHMe OLEHOK PUCKOB C YCTaHOB-
NeHHbIMK KpuTepusamu. OnpegeneHrie NpropuUTeETOB
no nx obpaboTke.

Tenepb TpeboBaHMA K NPOLECCY OLIEHKN PUCKOB
B ISO 27001:2013 cOOTBETCTBYIOT MeXAYHAPOAHOMY
ctaHpapty 1SO 31000.

B ABHOM BMAe 13 TeKCTa MCYE3N10 C/IOBO «asset»
(aKTMB), UTO TaK)Ke MO3BOJINIIO «3KCMEPTam» FOBO-
pUTb O TOM, YTO CTaHAAPT 6osiblle He TpebyeT NaeH-
TUdMKaUUM aKTMBOB AN OLEHKU puckos. MHorue
COMNACATCH, YTO OLEHUTb PUCKU He 3Has, Kakomy
AKTMBY 1 YTO UMEHHO YTPOXKAET, MOSTHOCTbIO ANCKPe-
OVTUPYET CaMy UAEK PUCK-MeHeKMeHTa. Heyxenn
pa3paboTumKn CTaHZapTa MO Ha TakoW PUCKO-
BaHHbIN wWar?

[aBante noCMOTPMM Ha TEKCT CTaHAapTa B pas-
gen 6.1.2 (c): «apply the information security risk
assessment process to identify risks associated with
the loss of confidentiality, integrity and availability
for information within the scope of the information
security management systemy. laHHyt0 ¢ppa3y Mox-
HO MepeBecTV cnegylwum obpasomM: «NMPUMEHUTb
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MeHedxcmeHm uHgopmayuoHHol bezonacHocmu

NnpoLecc OUEeHKM PUCKOB UHPOpMaunoHHoW 6es-
0NacHOCTK, CBA3AHHbIX C NoTepen KoHPuaeHUmnanb-
HOCTU, LeNIoOCTHOCTU 1 AOCTYMHOCTU Ana nHdopma-
uumn, nonagawowen B rpaHnybl CMWB». Tenepb Ham
notpebyeTtca pa3obpaTbcA, UTO MoApasymeBaeTcA
nog TepmuHom nHbopmaumsa (information) 8 gaHHOM
KOHTeKcTe. B 3ToM BOnpoce HaM MOMOXeT CTaHAapT
1SO27000:2014, B KOTOPOM AaHO onpeaeneHne Tep-
MUWHOB, NCMONb3yeMblX B fInHeNnKe cTaHaapToB ISO
270002 . KcTaThi, Mano KTo 3HAET, HO laHHbI CTaHd4apT
MO>KHO 6ecrnnaTHo ckauyatb ¢ carita ISO (cm. cHocky). B
pa3gene 3.2.2 Information ctaHgapTa 1ISO27000:2014
MO>KHO MOYepPMHYTb, YTO NHGOPMaLMA ABNAETCA aK-
TUBOM (KaK pas, NCMoNb3yeTcA 3HaKOMOEe HaMm C/I0BO
asset), @ Takke YTO JaHHOe NMOHATUE He OrpaHnyu-
BAeTCA TONbKO JaHHbIMK B pa3finyHon dopme, HO ©
BK/IOYAeT B ceba TexHonoruu nepepaum 3Tmx daH-
HbiX. Taknm 06pa3om, Ha Hall B3rMiAL, KOPPEKTHbIM
nepesofoM noHATUA information B pa3gene 6.1.2
6ynet «uHpopmauua 1 cpeactea ee 06paboTku». Co-
OTBETCTBEHHO, MAEHTUMKALMUA aKTUBOB Kak Obina
npegycmotpeHa B 1ISO 27001:2005, Tak 1 octanacb B
ISO 27001:2013.

Ewe kK ogHOMY 06006LLEHNI0O MOXXHO OTHECTU TOT
baKT, uTo M3 HOBOW BepCUM CTaHAAPTa ncyesna dppasa
C TpeboBaHVeM He fOMNYCTUTb TOro, YTOObI ayanTOPbI
nposepaAny cobcTeeHHy paboty. Ecnm onAatb Takn
BHMMaTENbHO NOCMOTPeTb Ha TeKcT ISO 27001:2013,
TO MOXHO YBUAEeTb pasfen 9.2.e, B KOTOPOM 3aduk-
cupoBaHo TpeboBaHue BbiGOpa ayanTOpPOB U MPO-
BeAeHMA ayauTa Takum obpas3om, Utobbl Obiia obe-
cneyeHa 06bEKTMBHOCTb M 6eCNPUCTPACTHOCTb NPO-
uecca ayanta. O Kako 06beKTUBHOCTU MOXeET OblTb
peub, ecniv KTo-nnbo 6yaeTt npoBepATb COOCTBEHHYHO
paboTy? ABTOpbI CTaHdapTa He ybpanu TpeboBaHme,
a Bcero nuLwb yopanu N36bITOYHBIN TEKCT.

HoBasa pepakuus ctaHgapTta 6orata HoBbIMU Tep-
MUHaMM N KOHUENUUAMKN, OCHOBHble M3 KOTOPbIX
CTOWUT BHMMATENbHO PacCMOTPETb:

KoHmekcm opeaHusayuu

BarkHenwunm HoBoBBegeHuem B ISO 27001:2013
ABNAETCA NOABNEHNE TEPMUHA KKOHTEKCT OpraHu3a-
uum» (context). MpodeccnoHansl B obnactu ynpas-
nexHna nHdopmaLMoHHO 6e30MacHOCTbIO XOPOLIO
MOMHAT, KaK COBCEM HefaBHO KOMMaHUWU YCrewHo
npoxogunu ceptudunkaunio CMNB no TpeboBaHu-
am ISO 27001, 3aABNAA JOBOMIbHO Y3KUe rpaHuLbl
(scope):oanH-ABa He OYeHb KPUTUYHbBIX MpoLuecca,
KOTOpble MOXHO Oblf10 3alNUTUTb, BHELPUB CUCTEMY
MUHUMaNbHbIMU ycunuamu. Tenepb TpeboBaHUA K
ob6ocHoBaHwuto rpaHnl, CMWB (scope) cTanm xecTue,

2 http://standards.iso.org/ittf/PubliclyAvailableStandards/
c063411_ISO_IEC_27000_2014.zip

Tak Kak oHn B cooTtBeTcTBUM € ISO 27001:2013 onpe-
AenATCcA NCXoda M3 KOHTeKCTa opraHm3auuu, T.e.
N3 Pa3fIMUHbIX BHELWHUX N BHYTPEHHMX acCneKkToB
(issues), KoTopble MOTYT NOBANATb Ha TO, Kak opra-
HM3auuAa ynpasnaeT puckamv UHPOPMaLIOHHOW
6e3onacHocTn. OpraHum3ayma foKHa YeTKo onpe-
LennTb 3anHTepecoBaHHble CTOPOHbI (interested
parties) n nx Tpe6bosaHmA. COOTBETCTBEHHO, Ha rpa-
Huubl CMUB Hanpamyto BanAloT TpeboBaHMA 3aKo-
HOAATeNbCTBA, PErynupyoLWmxX OPraHoB, KOHTPAKT-
Hble 06A3aTeNbCcTBa U T.M. KoHeuHo, rpaHuubl CMAB,
KaK 1 B NPOLUON BeEpCUK, CTaHZapTa JOSMKHbI ObITb
obopmneHbl B BUAe OTAENbHOTO JOKYMEHTA, BKIIO-
YyaA oOruncaHme KOHTeKCTa opraHm3auumn. Crapbii
nogxop 6onblue He cpaboTaeT.

Bnadeney pucka

HoBas Bepcusa ctaHgapTa TpebyeT, uTobbl AN1A Bbl-
ABJIEHHbIX PUCKOB MHOPMaLMOHHOI 6e30nacHoCTL
6611 ngeHTUPULMPOBaHbI BlagenbLibl PUCKOB. B co-
OTBETCTBMM CO CJioBapem® Mo PUCK-MEHELKMEHTY,
ony6nrkoBaHHbIM ISO BnagenbLem pucka ABNAETCA
yenioBeKk WM opraHM3aums, KoTopaa OTBevaeT 3a
yrnpaB/ieHne pUCKOM M obnagaeTr HeobXoAVMbIMM
ANA 3TOro NosHoMouYnAMMK. Ham Henb3A NPoCTOo «Mo-
BECUTb» BCE PUCKM Ha MeHepkepa no nHdopmauu-
OHHOI 6e30MacHOCTY W He AaTb eMy HMKaKUX Mon-
HOMOUMI MO UX YNpaBeHUo, MHOrne pucku oyayT
3aKpernneHbl 3a PyKOBOAUTENAMM COOTBETCTBYIOLLUNX
6usHec-nogpasgeneHui.

3adayu uHghopmayuoHHoU bezonacHocmu

B craHpapTte nosBunca TepmuH Information
Security Objective, KOTOpbIi O4YeHb Nerko Henpa-
BUNbHO MepeBecTn, TaK KakK aHMuMcKoe CloBo
«objective» nmeeT HECKONbKO 3HAUYEHUI, cpean Ko-
TOPbIX «LeNb» U «3afavar. B KOHTeKCTe MeHedKMeH-
Ta UHPOpPMaLMOHHOI 6e3onacHOCTU nogpasymeBa-
eTCA, Ha Haw B3rNAf, 3HaYeHMe VIMEHHO «3afaun,
TaK KaK 3ajauyn B COOTBETCTBUM C TpeboBaHUAMM
CTaHAapTa [AOMKHbl OnpefenATbCcAa AnA COOTBeT-
cTBytoWwnX GYHKLMIA U ypoBHel opraHmsayun. ISO
27001:2013 TpebyeT YeTKOro NnaHMpPOBaHMA 3aaay,
B XOAe KOTOPOro pukcnpyeTcs:

+  YTO JOIMKHO ObITb CAeNnaHo;

+  KaKue pecypcbl notTpebytoTcs;

+  KTO OTBEYaeT;

s CPOKW;

+  Kak bygyT oueHMBaTbCA pe3ynbTaTbl BbIMOI-
HeHuA 3agav.

JaHHoe nnaHupoBaHve odOpPMNAETCA OOKYMEH-
TanbHO.

HaBepHoe, H1 AnAa Koro He 6yfgeT cekpeToMm, UTo
B HEKOTOPbIX OpraHM3aumax CUCTEMbl MEHEXKMEH-

3 IS0 Guide 73 2009. Risk Management - Vocabulary.
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Ta (KauecTBa, Ib 1 gpyrve) cywecTByloT TONbKO Ha
6ymare — OTBETCTBEHHble CneuuanucTbl Ana uenen
cepTuduKaLmm reHepupytoT Gymary B Buae BCEBO3-
MOXHbIX MPOLEAYP U OTYETOB, KOTOPOWM «KOPMSAT»
ayAuTOPOB, BbINMUCHIBAOLWMX KpacuBble cepTudurKa-
Tol. YeTKuin popmaT ynpaBneHUs 3agadyamum B pam-
kax CMWB, noaBMBLLIMACA B HOBOW pefaKkLun CTaH-
JapTa, Ha Haw B3rnA4 3agavyy nogobHOM ummuTauum
[AeATeNIbHOCTU YCNOXHUT Ha NOPALOK.

Ponb pykoBopcTBa

Jlioban cnctema meHeXMeHTa JOMKHa 6biTb He-
obxofuMma, npexpae BCero, Ton-MeHeLXMeHTY KOM-
MaHnK, Tak Kak BbICTPOEHHble NPOoLiecChbl MO3BONAIOT
CHM3UTb 3aBUCUMOCTb OT KOHKPETHbIX creyuuanu-
CTOB, CAenaTb OpraHu3auunio nyylle ynpasasemon,
obecneunTb OCMbIC/IEHHOE NNIaHpoBaHue U T.n. Tem
He MeHee, MOXKHO CTOJIKHYTbCA C CUTyauuen, Koraa
PYKOBOACTBO OpraHm3aumm Gonblue 3anHTepecoBa-
HO B cepTuUdUKaTe Ha CMCTEMY MeHe>)KMEHTa, a He B
caMo cucteme MeHekMeHTa. Mbl He Byaem cenyac
OTB/IEKATbCA Ha TEMY XOPOLLO 3TO UM MOXO, TaK Kak
O[HO3HAYHOro OTBETa Ha AaHHbIA BOMNPOC HeT. Tak,
HanprMep, XOpOLIO BbICTPOEHHaA MOAeNb ynpas-
NeHnA opraHusauumn genaet OpraHU3aLumio oTyacTu
yA3BUMOW 3axBaTy n3BHe. O6paTVM NULLb BHUMaHWe
Ha TO, YTO eCnn K CUCTeMEe MeHeI>KMEHTa HeT [OSK-
HOro OTHOLLEHMA CO CTOPOHbI NEPBOro NnLa OpraHu-
3aLuu, To oHa paboTaTb He 6yaer. Mo Bcen BUAUMO-
CTW, pa3paboTumKmM HOBOW Bepcum cTaHaapTa ISOISO
27001 3TOT MOMEHT XOpPOLLIO MNPOYYBCTBOBaNW, U
Tenepb CTaHZapPT COAEPXUT NogpobHoe onuvcaHue
TOro, UTO AOMKHO MNpeAnpuHMMaTb PYKOBOACTBO,
uto6bl 0becneunTb pesynbTaTMBHOE GYHKLMOHUPO-
BaHne CMWB. B yacTHOCTW, pyKOBOACTBO AOSIXKHO
obecneunBartb:

+  COOTBeTCTBME 3aAay MHPOPMaLMOHHONM 6e3-
OMacHOCTK CTpaTernmyecKomy HamnpaBfieHUIO ABUKe-
HWA opraHn3auny;

«  wuHTerpaumio b B 6UsHec-npoueccbl opra-
Hu3auuy;

. obecneyeHne CMWB HeobxoamMbIMn pecyp-
camu;

. KOHTponb poctmkeHna CMWB 3annaHumpo-
BaHHbIX Lenewn;

+  BHeApeHue B OpraHu3auuu NOAUTMKA WH-
dopmaLmoHHom 6e3onacHOCTY;

+  Heobxopumoe pacnpepenieHne OTBETCTBEH-
HOCTW;

* M MHOrOe fpyroe.

KommyHmkauum B o6nactu Vb
HaBepHoe, MHOrMM 3HakOMbl OpraHuM3auuuv, B
KOTOpbIX C/yX0bl MHPOPMaLUOHHON 6Ge3onacHo-

CTV BO3MNaBAATCA ObIBLUMMYK COTPYAHMKaMK crew-
cny»6, KoTopble N6AT paboTaTb B CTUNe NpoBefe-
HUA «CeKPeTHOW creyonepaumnm». B Taknx KomnaHu-
AX, KaK MNpaBusio, COTPYAHUKN HUYErO He 3HAKOT Npo
nHpopmaumoHHyto 6e30MacHOCTb U TONbKO WHO-
raa forafblBaloTcA, UTo «6OsbLLO GpaT» clneauT 3a
HUMW: NpocnywnBaTca TenedoHHbIe NepPerosopbl,
NPoCMaTpUBaeTCA SNeKTPOHHasA noyTa v T.n. C Takum
noaxogom 3¢dektmHyto CMUB BHegpuTb OuYeHb
CNOXHO, TaK KaK BaXHO, UTOObI KaxKAbl COTPYLHUK
opraHu3aLmm XopoLLo NoHUMan, yto Takoe Mb, n uto
OT Hero TpebyeTcA B pa3HbIX CUTYaUMAX, a 4S1A 3TOro,
KaK M3BECTHO XOPOLLO NOAXOAAT MeTofbl nponaraH-
Obl, KOTOpble ceryac No-HayYHOMy Ha3blBalOTCA Me-
ToAamn KOMMYHMKauui. B HoBon Bepcun cTaHAapTa
NoABWNCA OTAENbHbIN Noapasgen 7.4, NOCBALLEHHbIN
ZJaHHomy Bonpocy. ISO 27001:2013 TpebyeT nnaHu-
pOBaHVA BHEWHUX W BHYTPEHHUX KOMMYHUKaLUi
no Bonpocam nHbopmMaLMoHHON 6e30MacHOCTH: Mbl
JOJKHbI onpefennTb YTo, KTO, KOMY 1 Korpa 6ynet
KOMMYHMLIMPOBaTb B OpraH13aumn 1 3a ee npegena-
MW OTHOCUTENbHO cobntogeHus npasmn Ub.

N3meHeHuA B npunoxeHnn A

He n3bexan nameHeHuii 1 nepeyeHb KOHTPOneW,
NpuBeAeHHbIN B NpUnoxeHumn A. Kak Mbl C BamMmu NOM-
HUM, NO NpeabIayWwum cTaTbaMm [2,3] KOHTpoOnb Npea-
cTaBnaeT cobor cnocod MUHUMU3ALUWN PUCKA WH-
dopmaumoHHon 6e3onacHocTu. Mo cytn I1SO 27001
npeacTaenseT cobow onvcaHne mexaHn3ma Bbibopa
KOHTpOJIe Ha OCHOBE OLIEHKM PUCKOB U COAEPKUT B
npunoxeHnn A nepeyveHb KOHTpoONen, npeacraBna-
IOLWNIN HEKUI MUHMYM, Ha OCHOBE KOTOPOrO 1 CTPO-
UTCA cucTema.

B HoBOW Bepcum ctaHgapTta umeetca 114 KoHTpo-
newn, pasgeneHHbix Ha 14 cnegyloLWwmx JOMEHOB:

«  nonuTUKM nHdopmaLmMoHHon 6e3onacHoCTy;

. opraHu3aLmoHHble Bonpochl Ub;

«  Bonpocbl Mb, cBA3aHHbIe C NepcoHanom;

+  yrpasneHue akTuBamu;

+  ynpasneHue JOCTYrnom;

«  Kpuntorpadwus;

+  du3myeckaa 6esonacHoCTb M 3awuta oT
Yrpo3 oKpy»KatoLLen cpefbl;

. onepaunoHHble Bonpocbl Vb;

+  6e30MacHOCTb KOMMYHUKaLNIA;

+  npuemka, pazpaboTka 1 nogaeprkka UHPop-
MaLMIOHHbIX CUCTEM;

+  B3aMMOJeNCTBMe C MOCTaBLUKaMu;

. YnpasneHue vHuugeHtamu Ub;

«  Bonpocbl b npn obecneueHun Henpepbis-
HOCTU 6U3Heca;

. BbinonHeHne TpeboBaHUIA.

B npeppbipywel pegakumm KOHTponu 6biin pas-
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MeHedxcmeHm uHgopmayuoHHol bezonacHocmu

6UTbl Ha OfMHHAALUATb JOMEHOB, 20 KOHTponern 6binn
ypaneHbl, 11 go6aBneHo, B HEKOTOPbIX YnyyLlueHbl
bopmynmnpoBkum.

CTonT HaNoMHUTb, UTo BMecTe ¢ ISO 27001 6bin
0o6HoBNeH 1 conyTcTBytowmin 1SO27002. MNMogpobHoe
conocTaBneHre NPUIoXeHnn A HOBOro 1 npegbiay-
Lero cCTaHZapTa NpviBeAeHbl B COOTBETCTBYIOLLEN My-
onukauyun® BSI.

3aKnioueHune
PaccmoTpeHHble HamMK OCHOBHble n3MeHeHua 1SO
27001 v onpegensatoT Te obnactn CMNB B opraHusa-
LMK, KoTopble TPebylT OCHOBHOIO BHUMaHUA Npu
nepexode Ha HOBYK Bepcuio cTaHZapTa. C ogHom
cTtopoHbl ISO 27001 cTan »kecTye 1 KOHKpeTHee (Tpe-
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6oBaHMA K pykoBoacTay, 3agaun Wb) c gpyron cro-
POHbI U3 HEro UCYe3nn HeKoTopble AeTanu (HIaHCbI
OLEHKN PUCKOB, BHYTPEHHErO ayauTa), KoTopble 6e3-
YCNOBHO COXpaHATCA Ha NpakTuke. OpraHn3aumsam,
KOTopble Cepbe3HO Moo K BOMpOcaM BHeppe-
Hua CMWB, He cocTaBWUT Tpyda NPUBECTU CUCTEMY
B COOTBETCTBME HOBbIM TpeboBaHMAM. TeM Xe, KTO
pyKOBOACTBOBAJICA CTpaTervel BHegpeHUsa «Manohn
KpOBbIO» MPUAETCA OYeHb Cepbe3HOo noctapaTtbcs. B
CBOI ouepefb, Ccneymanncrtam, rotoBAWUMCA caaTtb
sk3ameH CISSP HacToATeNnbHO coBETYEM O3HAKOMUTb-
CA c nocnepHen Bepcmen ctaHgapTa I1ISO 27001:2013,
uToObI 6bITH B KypCe nocnegHnx TeHAeHUUn B obna-
CTV NOCTPOEHUA CUCTEM MeHeaKMeHTa nHbopmaLm-
OHHoOW 6e30MnacHoCT.
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